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Exponentially increasing amounts of
valuable information we want to share.

Connected environments.

“Digital”: zero-cost verbatim copies.

Significant potential for misuse and illicit profit.

It becomes essential to have the
Integrated ability to assert digital rights.

“rights protection”
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What ?

identity (e.g. rights holder) Work

How ?

legal means (e.g. severe penalties) +
technology (e.g. Watermarking)
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Watermarking induces a convincing and relevant
(wrt. court-time proofs) property (“rights
sighature”) in a Work, through minor alterations.

 3convincing® — very %rare® (false positives)
 drelevant® - a© by radu®

’ Original Work J Watermarked Work

Watermarking Vgittgcrg?;k

Watermarked Work

watermark embedding watermark detection
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Mallory wants to sell our data illicitly.

Detect and Remove (3subtractive®)
Perturb
Add new Watermark (2)additive®)

Collude different watermarked copies

Watermarking is a game against Mallory !
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The encoding bandwidth stems from knowing
the main digital Works consumer (human)
and the associated limitations of perception.

metric of distortion
allowable bounds
3resilience®
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In a general data domain (non-media) most
existing (multimedia) technigues do not apply ...

... because distortion metrics, tolerable bounds,
and resilience often bear multiple semantics.

Q: How to preserve data value when there is
always a semantic dimension that gets impacted
even by minor changes ...

... thus maybe we should instead focus on
preserving application specific quality properties.
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Data consumer requirements define distortion metrics
and associated bounds. Encoding only guarantees them.

In other words: quality metrics should not be hard-coded
but rather separated from the watermarking method.

Data Rights
Holder
data constraints "satisfies”

o e ]

Outsourced Data

customer
fingerprint Data Customer
or rights
holder
watermark
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Rights protection method should not
Interfere with intended data use.
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relational database B, set of quality constraints C

determine B’ (a @watermarked® B)

B’ satisfies C and features enough mark resilience.

what is @resilience® ?
what type of constraints ?
minimal context detection (2blind®) ?

Radu Sion




First thoughts: randomly change bits in
the data according to a certain criteria.
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// The private key K is known only to the owner of the database.
// The parameters <y, v, and § are also private to the owner.

) foreachtupler € R do

2) if (F(r.P) mod v equals 0) then // mark this tuple
3) attribute_index 1« = F(r.P) mod v // mark attribute A;
4) bit_index 7 = F(».P) mod & // mark 7%” bit

5) r.A; =mark(r.P,r.A;, 7)

6) mark(primary_key pk, number v, bit_index 7) return number
7) first_hash = H(K o pk)

8) if (first_hash is even) then

set the 7¢” least significant bit of v to 0
[0) else

set the 72" least significant bit of v to 1

return v

i rm rk in r | n [1] Rakesh Agrawal, Peter J. Haas, and Jerry Kiernan. Watermarking relational
ate a Se t 0 data: framework, algorithms and analysis. The VLDB Journal, 12(2):157-169, 2003.
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watermark
insertion

Number of tuples in the relation

Number of attributes in the relation
available for marking

Number of least significant bits
available for marking in an attribute

Fraction of tuples marked

Number of tuples marked

Significance level of the test
for detecting a watermark

Minimum number of correctly marked
tuples needed for detection

Radu Sion

// The private key K is known only to the owner of the database.
// The parameters v, v, and £ are also private to the owner.

) foreachtuple» € R do

2) if (F(r.P) mod + equals 0) then // mark this tuple
3) attribute_index 2 = F(».P) mod v // mark attribute A;
4) bit_index 7 = F(r.P) mod & // mark 5" bit

5) r.A; = mark(r.P,r.A;, 7)

6) mark(primary_key pk, number v, bit_index 7) return number

first_hash = H(K o pk)

if (first_hash is even) then

set the 5*" least significant bit of v to 0
else

set the 7¢™ least significant bit of v to 1

return v

[1] Rakesh Agrawal, Peter J. Haas, and Jerry Kiernan. Watermarking relational
data: framework, algorithms and analysis. The VLDB Journal, 12(2):157-169, 2003.




/1 K, 4, v, and € have the same values used for watermark insertion.

watermark /I"ex 18 the test significance level that the detector preselects.

detection
1) totalcount = matchcount=0

foreach tuple s € S do
if (F(s.P) mod « equals 0) then // this tuple was marked
attribute_indexz = F (3.P) mod ¢ // attribute A; was marked
bit_index j = F(s.P) mod ¢ // 3*7 bit was marked
totalcount = totalcount + 1
matchcount = matchcount + match(s.P, s.4;, 7)

7 = threshold(totalcount, o) // see Section 4.2
if (matchcount > 7) then suspect piracy

Number of tuples in the relation _
Number of attributes in the relation 10) match(primary_key pk, number v, bit_index 7) return int
available for marking

Number of least significant bits .
available for marking in an attribute 1) first_hash = H(K o prk)
Fraction of tuples marked
T ol o =5 if (first_hash is even) then

Significance level of the test o th o . )
for detecting a watermark return 1 if the 2*" least significant bit of v 1s 0 else return 0
Minimum number of correctly marked else

tuples needed for detection

return 1 if the 727 least significant bit of » is 1 else return 0
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If primary key does not exist or could be changed In
attacks, then for each tuple

— partition each attribute Ai into MSBs '/ and LSBs (least g
significant bits) Li

— virtual primary key = concatenation of two (or more) hash
values in set {H(K, /): i=0,Yr-1} that are closest to zero

- Dynamic: for different tuples, different attributes may be
selected (based on secret key) to form virtual primary key

- Content-based: it depends on hash values of MSBs rather
than order of attributes

[4] Yingjiu Li, Vipin Swarup, and Sushil Jajodia. Constructing a virtual primary key for fingerprinting relational data. In DRM '03:
Proceedings of the 2003 ACM workshop on Digital rights manage ment, pages 133-141, New York, NY, USA, 2003. ACM Press.
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Challenges:

sensitive data (destroys ulterior data uses)
natural numeric transformations

It IS necessary:

to handle a set of desired quality metrics +
survive attacks (e.g. segmentation, alterations)
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Encode information in global numeric properties of
secret subsets of the data while continuously
evaluating data quality C (backtrack if necessary).

Which properties ?
How do we use them ?
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handles:

data loss
linear changes
random alterations

distribution(S))
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“amplification”

By applying a (weak) mark on
secret subsets of the original data
set, it is effectively amplified.
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numeric data: error correction

Database Watermarking



numeric data: detection process
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allowable semantic constraints
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wmdb.*: system architecture

usability metric
plugin A

usability metric
plugin B

usability metric
plugin C

mark user

usability key
metrl_cs WM attributes
plugin

handler backtrack log

JDBC

@@
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wmdb.*: runtime snapshot
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wmdb.*: experiments overview
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experiments: data loss resilience
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experiments: absolute change
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experiments: arbitrary data change
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experiments: arbitrary data change (2)
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experiments: classification preservation
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experiments: classification preservation (2)
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experiments: performance
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categorical data: challenges
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embedding channel
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single-key bias

P r;mhle.m..'....i.s_..th.is..E’.‘mle.\.l.am‘.?................
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(1.8 solution: multi-bit watermark stating 2 by radu®
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single-key, single-bit bias
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single-key, multi-bit bias

problem: some watermark
bl solution: use separate keys

di  and , to de-correlate.
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multi-key, multi-bit bias

d r‘ ?.\.I.Al('.\.".\.ﬂ\.I.I..l...ml..I1*;...m.m.lf.l.l...:.m;-ﬂ\.lf.(h.lﬁ\ﬁ.ﬂ\.....

: solution: build in interference

it
awareness (hash-map) !

A A A

A A

one-bit watermarking algorithm
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vertical partitioning: multi-attribute encoding

p.w.m.ln..l.mm..-....m.l..ll.'l:i...m.m.w.lz...i.ntm.wfmmmnn.m..

. .
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: p:m.m.h.l.mm..-....r.\.mlr.\...n.wim.n.lr.\.g..l.ama.l...'ﬁi.wn:l'...nmmA.l.m.t:s.lr.\:l-....

F solution: multi-layer low impact watermarks

multi-bit
watermarking

v
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mark interference
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attack: “bucket counting”

solution: increase size of possible assigned
target values for B when encoding.
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attack: “bucket counting” revisited

A A A

A A

low-impact encoding
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attack: extreme partitioning

* one answer: frequency
 domain of value occurrences

solution: alter this frequency
domain value occurrence histogram
to encode an additional watermark.
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attack: value re-mapping
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attack: informed inverts

solution: if Mallory inverts embedding 2 it
effectively enforces 1 (collision set bias).
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architecture

mark<—( user )

—

-] |
key

;--<quality metric A>—> data —eva'“ite
~(quality metric B % quality

i _ : metrics WM
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T als handler r/‘w
3 "
S pBms €|  JDBC

<_i attributes: K,A

backtrack log

schema metadata
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selected results
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resilience analysis

ale ale

Pra)=P(r)=  p’ @ p
X, - mean X,-Z' p
fex)= stdev - a
s p” (- p)
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categorical data: analysis

L g LU T
N |wm _data |
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categorical data: analysis
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sensor streams: scenario

(. Sensor }

C. Sensor }

' e sensor\

farm

)

4 Licensed h

|
C. sensor
| |

@ |sensor )Tw_mj

<. sensor >—
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sensing
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N

Data

J

Database Watermarking



sensor streams: challenges

® no
®

®

®

®

®

® no
®
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sample temperature stream
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trivial embedding (no timeline)
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trivial characteristic subset encoding
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vulnerability: correlation detection

O O
I—
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If we would have areference timeline ...
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“timeline” requirements

®

®@ @
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constructing “timeline”: stream behaviour
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bit embedding (with timeline)
bit = H (t,, k) mod &

o
e’
o
<
ubset

q
b
characterstc st )

-

O
O

n
>

+
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smarter characteristic subset encoding

Q(1,0) ={Xps.- X5}

n - £ .I = u |’J
£ 1 [La],m, e
®
®
®
®
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generate data with conforming partial sums
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sensor streams: implementation

<—window———»

agg.
data

out—»»

constraint A

constraint B

—in—» + ﬁ
mark —fywm | | quality
key gi_, eval.

undo log

constraint C
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sensor streams: summarization
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sensor streams: sampling
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sensor streams: sampling+summarization
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sensor streams: segmentation
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sensor streams: random alteration
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sensor streams: impact on quality
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limits
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limits: usability spaces

Database Watermarking



limits: Mallory attacks
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limits: inherent vulnerability

2 -1 _i? 2 _1&_£ > o7 ,
o Uy l-gpmuz, @S o) RS ) CR4d*- R - 0
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limits: what If scenarios
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limits: sparse vicinities
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limits: concave shapes

ul

attackl S

data

uz2
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watermarking principles
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future

® ® @@ ® @ & ® 6 &
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selected references
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more references
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David-Gross Amblard, PODS 2003
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relational data: scenario
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