


Collaborative Location Certification
   

     

    
   

     
       
specific event reports. When such networks operate in hostile
       
           
      
       
        
            
certification         
      
         
          
        
        
        
allows authorized parties (e.g. final data sinks) to evaluate a
          
          
          
        
           
    

 

        
hoc networks. Specifically, in sensor networks, it is critic 
           
of reference for location-specific applications. Thus, a ro
      
          
    

       
        
and secure location verification [15, 16], determining the l
           
        
         
        
      
     
      
designed to be used when the network is first deployed, to
         

       
        

          
and by the Stony Brook Office of the Vice President for Researc

        
        
         
          
           

       
       
        
nodes to find compromised parties. Since each node is an
        
         
        
          
       
         
        
 

          
       
        
       
        
          
          
             
         
       
        

       
         
         
       
         
        
trajectories deviating from previously observed traffic pa

  

         
        
        
       
           
        
         
         





       
        

        
        
           
         
        
problem for inter-node settings, mainly using fine grained
        
      

 

        
 

 

        
        
purpose of altering the sensor data flow, e.g., by inserting
false data and event reports and eventually influencing deci
          
          
           
         
        
       
          
         
   

       location certification
         
       
        
   
To circumvent location certification (e.g., for the purpose 

        
        
certificates for its own fake data (e.g., by altering the asso
ciated belief ratings), or (ii) unfavorably alter certifica 
legitimate traffic. The probability of success of such attem
         
         
        
          
   
For illustration purposes, we first consider an adversary th

         
         
        
   

  

        
         
         
      
          

adversarial presence. Since our location certification pro
          
         
          
location certification will perform.

   

          
certification protocol.

  

        
      
       
          
       
         
         
        
          
        
          
      
       

       
        
          
          
        
       
        
traffic patterns in conjunction with the claimed source loca
      
from expected traffic patterns, nodes will have the opportun
       
packets. The negative beliefs reflect the appearance of an
    
           

         
          
          
           
get physically destroyed by adversaries causing significan
       
in the data collection operation will get a low confidence,
         
         
        

          
          
and they are able to generate arbitrary traffic patterns then
collaborative certification will be less effective. In a typ
          
         
traffic data. With this limitation in mind, we believe that th
novelty in our scheme lies in the compact and efficient way of
summarizing the history traffic pattern and the ability of us
        





  

Before proceeding, to illustrate, we first discuss an ex-
     
of which will motivate our final solution. As part of the
        
      
        
        
    
        

        
          
        
        
          
       
information flow is required in the belief rating constructi

   

Accordingly, we explore first how to compare packet routes
efficiently in a meaningful way. Based on the sequence of
            
       
   
We define a distance metric that measures how far two tra-

         
        
        
         
         
       















         . In this figure we adopt
           

         
      
            
      . We define the distance between two
       


  


   

      
          
          
           
        
         
          
           
      

   

         
        







                
              

         
         
        
        
         
       
           
          
          
      

       
        
   


     

   


 

         

         
           
          
            
       
         
           
            
         
          
           
         
           
           
           
         
          
previously defined. A hash function that uses random variabl
         
points satisfies the above definition of locality sensitivit
        

         
           
          
           
          
        
    

          
          
            
            
          





to the method described above, while significantly reducing
 

  

        
          
         
         
        
        
        
   

 

        
          
         
          
         
       
distinguished from other traffic, (iii) new fake belief valu
          
         

  

To ensure the above, we first require that each sensor be
associated with a unique, public identifier (e.g., MAC) and
        
         
          
        
     

         
        
        
         
        
fields in the current packet with fields of previously seen one
          
      
         
       
          
       
      
and packet filtering, effectively reducing overhead induce 
compromised traffic.

   

         
confidence, see section IV-E) and hash for the current packet
          
           
        

          

chain constructs. Specifically, upon propagating a new beli 
          
           
        

  

          
         
be reconstructed and verified upon decrypting all beliefs.
         
         
        
          
         
          
          
          
         
        

         
        
           
         
        
    

  

       
propagated with packets is network specific, but in usual
         
       
          
           
          
           
        
         
      
        

         
        
          
       
packets, only the first (header) packet in a data stream will
       
    

        
larity of history traffic patterns. As we do not explicitly st
           

         
            
            
here, given that the adversary would have a hard time finding mea
            
             
    





          
          
          
          
       
          
          
       

          
sufficient in our simulations to provide a partition of 
of the network, a very detailed division of the sensor field. F
           
             
         
           
          
             
         
          
           
         
        
      
     

  

        
         
       
           
        
           
go offline at various times – links were active only 85% of
         
           
           

The network was first trained to understand the traffic
        fic.
         
while observing routed traffic and building the hash history
            
        
     

  

         
            
The figure plots the change in hash value with respect to the
        
         
“distance” as previously defined — by summing the distances
           
          
            
            
        
        

            
     

             
  

         
        
        
 
          

            
           
             
             
          
     

  

        
          
         
         
          
          
insufficient. This is important, because, by using a lower
        
         





            
            
          

          
           
          
irregularities seen in the figure.

    

        
         
them with a “threshold value” for acceptance. Specifically,
          
           
         
         
           
       
        
            
         
         

nodes attach beliefs is sufficient for a surprisingly strong 
         
    

    

        
certification scheme that determines whether nodes are fals
         
        
          
    



          
       
  

            
       
   

         
        
      
 

             
              
              
     

           
        
        
         

       
 

             
       

         
         
         
       

          
        
 

           
      
        
  

            
         
       
       

        
        
          
     

             
         
       
   

            
       
      

           
         
    

[15] N. Sastry, U. Shankar, and D. Wagner. Secure verificatio  
       

           
     

             
   

              
        
        
        
 


