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Abstract. Physical Uncloneable Functions (PUF) are systems wipbgsical
behavior to different inputsan be measured reliably, yeannotbe cloned in a
physical replica. Existing designs propose to derive umedbility from an as-
sumed practical impossibility of exactly replicating imbet manufacturing vari-
ations, e.g., between individual chipset instances. ThE ptdmise has drawn
significant attention lately and numerous researchers pagosed to use PUFs
for various security assurances ranging from authentingt software licensing.
In this paper we survey the history of PUFs as well as the iegisiody of re-
search proposing applications thereof.

1 Introduction

The idea to build secure cryptographic schemes, using taprpef hardware instead of
relying on unproven number-theoretic assumptions, has Aemind for a long time [2,
21]. Research in this area has become more intensive rgceitén Pappu [24] in-
troduced the concept ¢fhysical Uncloneable Functio®UF) (also called “physical
one-way functions”). A PUF is implemented by a physical dewihich can be seenas a
source of randomness and due to uncontrollable manufagtuairiations, is impossible
to clone physically [4, 6]. The inputs to such a function eseally callecchallengesnd
specify measurements to be applied to the device. The cugat PUF are the corre-
sponding measurement outcomes and are usually referrsdds@onses-urthermore,
the response to a challenge that has not been queriedt{egatticular measurement
has not been performed) should hard to guess. The naturefes Rligjgests making use
of them in device authentication, key-agreement, and sekey-storage. For illustra-
tion purposes consider a simple authentication protocetiith case Bob, holding the
device, wants to convince Alice about it: Alice queries acfathallenges, gets the re-
sponses, and stores all thebmllenge-response paif€RP). Then she sends the device
to Bob, and Bob announces his response to Alice. If the resporatches Alice’s key,
Alice accepts, otherwise she rejects. Since the devicesimasd to be uncloneable, an
adversary cannot learn the responses, unless it managesasurm the device original.
This could possibly happen before Bob receives the deviegeNheless, if the adver-
sary is limited in the number of CRPs it can measure, it iskefyito guess the exact
set of Alice’s challenges, before it is announced. Morepter responses of the PUF
can be used to generate a secret key in order to use PUFs egkegment protocols.
Since several PUF-based challenge-response authemtigatitocols with PUF im-
plementations have been proposed in [3, 8, 16, 33], the aith§5] noted that current



PUF-based authentication only prevents the impersonafitire client and do not pre-
vent impersonation of the server in the context of physitalcks. To solve this prob-
lem, one needs a mechanism that allows the client to disghdaetween challenges
selected by the server in the enrollment step and an attatkether interesting appli-
cation of PUFs is protecting software that runs on embedygstgms. Instead of build-
ing functionality entirely in hardware, many vendors a#listandard computing equip-
ment and differentiate through software. Unfortunatedffsare can easily be copied
and reverse-engineered which is a real problem in profaasimroduct piracy, where
software is copied from one legitimate device, and instiedle many other (unautho-
rized) products. Many vendors thus want to bind softwardrega specific hardware
platform or even to a specific instance. The latter can beezekiby PUFs as shown
by Simpson and Schaumont [27]. The basic idea is to includestuah authentica-
tion protocol between the provider’s software (also callgdllectual Property) and the
hardware platform. In this scenario, the PUF is part of an AR@&d it is used for hard-
ware authentication and key generation. The FPGA bitstisalistributed in encrypted
form, where the key is derived from a response to a specific eidlenge. Thus, the
bitstream cannot be decrypted and run on a FPGA that it hasa®ut personalized for.

2 How Did PUFs Come About

Pappu introduced PUFs in [24] where a Physical Unclonealnhefion is realized as a
physical system, which is easy to evaluate, dsgumedhard to characterize. When a
PUF is exposed to a physical stimulus, it answers witsponseThe way the stimulus
is applied to the PUF is specified (usually digitally) in tleerf of achallenge while
the response is measured and appropriately digitized. Sercaire” PUF, predicting the
output of the physical system is intractable without adyulahving physical access to
the device. Moreover, PUFs exploit natural manufacturiagations which make them
uncloneable: even with highly complex manufacturing emeépt it is @ssumed to He
impossible to create a second, completely identical dewitie the same challenge-
response behavior — this holds even for the manufacturdreobtiginal device. Thus,
PUFs can be used to produce unique and uncloneable objabtsuivhaving to trust
the manufacturer.

Note, since the responses of PUFs are noisy by nature thetafta PUF cannot
directly be used in applications that require noise-fregouwith a perfectly uniform
distribution (such as cryptographic keys). To deal witls fiwioblemfuzzy extractorsf
Dodis et al. are applied — a secure form of error correctiam ¢mables a reliable extrac-
tion of an uniform key from a noisy non-uniforminput [7]. $malmost all known PUF
implementations produce noisy outputs, PUF implemematioill have to be com-
plemented with fuzzy extractors and helper data. Some oan also be avoided by
employing a calibration operation, which is driven by PUFR3Ras described in [37].

2.1 The First Idea — Optical PUFs

As a first way of implementing PUFs, Pappu proposed an omjgaioach. An “optical
PUF” consists of a transparent material, where many lighttedng particles are added



in a random way during production. Such a device causes aorargppeckle pattern
when shining a laser beam onto it; here, the position andeaoigthe laser (and, we
believe, possibly other parameters such as amplitude awnd-lgagth) represent the
challenge, while the speckle pattern is recorded, quahtézel encoded to form the
PUF response. In the original work, the author uses theskedlye-response pairs to
identify specific devices or to extract cryptographic ke34,[25]. To this end, the PUF
is measured right after production on a few random challsiftigs step is referred to
as “enrollment”) to obtain a database of valid challenggomse pairs (CRPs) for a
particular device. A device can subsequently be identifieckat is placed in the field,
by measuring the response for one of the challenges seldat@aly enroliment (this
process is called “verification”). If the response matchwes éxpected, pre-recorded
response, the device is authenticated and the response ceeth to derive keys.

Naturally, a PUF should support a large number of CRPs inrdcdmake it infeasi-
ble to learn responses to challenges that were not yet issua#l] the authors estimate
the entropy of an optical PUE( 4 - 10° per5cm?) and the information contained in
one CRP. Based on this data, the authors calculate the porréimg number of inde-
pendent CRPsX 3 - 10 per5cm?), which turns out to be much lower than the number
of all possible (not necessarily independent) challenged@'°). As the number of
independent CRPs is rather low and they can all be pre-reddsgt an attacker who
has unlimited physical access to the PUF orag#tical PUFs do not offer security in
the information-theoretic sensdowever, in [34] the authors claim that interpolation of
the PUF’s behavior is computationally costly and therefart more challenges need
to be measured to successfully predict the response fosh éfeallenge. To prevent the
attacker from exhaustively reading out all the CRPs (meagniot only the indepen-
dent ones), a method for decreasing the measurement-rptefssed. For instance,
if 10ms are required to measure one challenge, the attacker cmuneeabou% of
all challenges+ 10®) in a week of uninterrupted access to the optical PUF [34]aAs
drawback, developing a reliable measurement apparatusgpfaral PUFs is a complex
problem, which requires costly high-precision mechanius thus limits their usage.

Due to the internal structure of the PUF it is very difficultpooduce a physical
clone because it requires a difficult and costly process faugthe particles in the
right position). Furthermore, modeling the PUF is very hsirtte the scattering of the
PUF response is very complex. Note, that there are many gdipar investigate this
topic [17,24, 25, 34, 37], the effect of changing measurdngenditions [37] or the
secrecy rate of optical PUFs more in details [17].

2.2 IC-based Implementations — Silicon, Arbiter, and Ring Gcillator PUFs

Gassend et al. proposed a new instantiation of PUFs thasilees technology [12].
Based on the approach of [31], where it is shown that uncthakie process variations
during chip production make chips measurably differ&ilicon Physical Uncloneable
Functiong SPUF) exploit inherent variations in integrated circ|i€) — that exist even
for chips that were produced with identical layout maskd[ld, An important advan-
tage of silicon PUFs is that their production does not rezjairy special devices on top
of classic chip manufacturing equipment.



Based on the observation that the timing behavior of chifferdi[12], Lim et
al. introducedArbiter Physical Uncloneable FunctiofdPUF) [10, 20, 22, 23]. Arbiter
PUFs consist of a number of switch delay elements, which@meected in series. Ev-
ery element has two inputs and uses a two-to-one multiplereswap its inputs de-
pending on one challenge bit: If the challenge bib isoth signals go straight trough
the element. Otherwise, the top and bottom signals are IsgdtcTo compute the out-
put for a specific challenge, a rising signal is given to the tmputs at the same time.
Both signals race through the device; at the end, an arbitewicdetermines which
signal passed the device faster. Thus, the challenge ofuResBll determines the path
that both signals take through the device, while the respavilb now be asinglebit
r € {0,1}. Since each delay element doubles the number of paths thalsigan pos-
sibly take, an APUF witlh elements can produ@® delay paths. To obtain am-bit
response, one can either duplicate the cirewitimes or evaluate the device consecu-
tively onm different challenges and paste the results together.

All PUF implementations that are based on delay charatitesi® ICs are not pro-
tected against environmentally induced noise. Consetyye®UF produces different
measurements for the same stimulus. Furthermore, if thiati@rs of the PUF mea-
surements are to high and the measurement variations a@deqtately improvable
a PUF may not be uniquely identified. Lim et al. handle the [mwbof environmen-
tally induced noise by analyzing the coherence betweerr@mwviental variations and
circuit delays such as temperature and power supply [22 R2&itly, the authors mea-
sured annter-chip variationwhich states how many bits of two responses measured by
two different PUFs for the same challenge are diverse. Theage inter-chip variation
of a PUF should be close % whereas the bits of a PUF response are uniformly
distributed and independent. Subsequently, the authatgzmtheenvironmental vari-
ation which states how many bits of PUF responses will change if tte measured
from the same PUF (the noise of the PUF response). The averayenmental vari-
ation of a PUF should be ideally%. For an arbiter PUFs, the authors obtained the
average inter-chip variation &f3% and an environmental variation ef 4,82%, if
the temperature increases greater thahC from 27°C, respectivelyx 3, 74%, if the
voltage variation increases2%. This shows that an arbiter-based PUF reduces the
environmental variations well enough below the averageriohip variation 023%.

Concerning the security of PUFs, it was shown in [23] thatrdsponse of an IC-
based PUF circuit can be represented as a linear functiorclodldenge. If an attacker
knows all delays of each element of a path through the ciitocéin derive (predict) a re-
sponse for a given challenge by calculating the sum of theeydedf each element. Since
measuring the delays at each element is a hard problem,akattcan use machine-
learning-techniques to build a software circuit that medéke PUF circuit. With this
model, the attacker can simulate the PUF and can predicpames for a random chal-
lenge. Note, that using the linear delay model implies thatRUF response is ideally
statistical distributed. In reality, however, this is nle¢tcase due to measurement or en-
vironmental variations. Nevertheless, Lim generalizes thodel to a probabilistic one

8 A multiplexer is a device that selects one of many analog gitaliinput signals and forwards
the selected input into a single line.



to model all the environmental variations. The author alsggests methods to modify
the arbiter PUF such that the above mentioned model is nelgrassible [23].

Adapted from arbiter PUFs, Suh and Devadas look for a highléhility and an
easier way of implementing PUFs on Application-Specifiegmated Circuits (ASIC)
and Field-Programmable Gate Arrays (FPGA) [28]. Based erfdhlf-oscillating” ap-
proach in [12], the authors introdu&dng Oscillator Physical Uncloneable Functions
(ROPUF). These PUFs are based on delay loops, which are colyposed to generate
random bit strings. A delay loop, or ring oscillator, is a gl circuit that oscillates
with a frequency influenced by manufacturing variations #me cannot be predicted,
yet can easily be determined by a counter. The PUF construaes» such circuits
and compares the frequency of two selected ones: dependinghizh oscillator is
faster, an output of or 0 is produced. To produce an output of several bits, one picks
randomly a set of such oscillators according to the chalengmparing each pair pro-
duces one output bit. In this way, one can genet&telog n) bits of entropy out of
oscillators. Suh et al. subsequently used their PUF in tiveldpment of the AEGIS
processor [29, 30], which can resist batbftwareand physicalattacks. In particular,
they use the PUF to store secrets in a secure, uncloneabtmaneffective way.

Although ring oscillator PUFs are more reliable and easieintplement on both
ASICs and FPGAs, arbiter PUFs are faster, smaller and comdess power. Thus,
arbiter PUFs are better suitable for resource constraitetfiopms such as RFIDs, in
which context they are also commercially available [18, 35]

2.3 Flip-Flop-based implementations — SRAM and Butterfly PUs

As mentioned in the Introduction 1, protecting softwaret thens on embedded sys-
tems is a problem of growing importance. Guajardo et al. [fB4jsited the results
and improvements by Simpson and Schaumont [27] and insteadating the PUF
as a black-box, they propose a FPGA based IP protection msthawhich relies on
SRAM-based Physical Uncloneable Functi¢g8RAM stands for “static random ac-
cess memory”) [14, 15]. These PUFs consist of a number of megwlls, involving
two cross-coupleti inverters, having two stable states, commonly denote® layd
1. After power up, cells will randomly end up in staieor 1; the state that a specific
memory cell will reach is mainly dependent on the producpoocess, yet relatively
constant per instance. A challenge is represented by atsoftthe memory cells to be
read-out after power-up; the response is their respectwepup state.

Moreover, the authors analyze how many secret bits can baoctet from the
response in SRAM-based PUFs. The secrecy ra@76 bits per SRAM memory
cell [14]. Note, currently available ICs can incorporate 10° to 10 SRAM cells.
Yet, without any additional mechanism for decreasing tlaglreut rate, SRAM PUFs
are vulnerable to an exhaustive read-out attack.

Since not all FPGAs support uninitialized SRAM memory, Gudp et al. [19] en-
hanced the concept of SRAM-based PUFBtiterfly Physical Uncloneable Functions
(BPUF). These PUFs provide a new way of exploiting circuiagle. Butterfly PUFs use

4 The output of the first inverter is connected to the input efskcond one, and in the other way
around.



unstable cross-coupled circuits, just like SRAM PUFs. WKRAM-cells are based on
cross-coupled inverters, in butterfly-cells inverters mglaced by latches or flip-flops.
Latches are circuits which store information and can berekkéturns output t®) or
preset (turns output tb). Like SRAM cells, butterfly cells have only two stable state
To read out the PUF, one of the latches is cleared and sinmdtesty the other one is
preset. This brings the BPUF into an unstable condition. Biigerfly-cell falls back
into one of the stable states depending on the circuit detelyish are were determined
by the manufacturing process. Thus, BPUFs are very sindl8RAM PUFs beside the
fact that they do not need any power-up for evaluation. UnBIRAM PUFs, BPUFs
are suitable for all types of FPGAs. Similarly, Gora et aB][and Atallah et al. [1]
proposed the use of PUFs in binding software against spécifdware.

2.4 Tamper-Evidence — Coating PUFs

Another approach to obtain a stronger PUF is an “active ngat a covering that is ap-
plied to the surface of an object. Posch [26] suggests teptratdevice by embedding a
unique signature into the coating material used in smadscdiuyls et al. [32, 36] apply
this idea to PUFs and introduce the concepfohting Physical Uncloneable Functions
(COPUF). A coating PUF employs a protective coating, coxgedn integrated circuit.
The opaque coating material is doped with dielectric pkesichaving random proper-
ties concerning their size, shape, and location. Below daiicg layer, a comb structure
of metal wire sensors is used to measure the local capaeiti#ribe coating. The mea-
sured values, which are random due to the randomness piaghgntcoating, form the
responses to challenges, each of them specified by a voltageeotain frequency and
amplitude, applied to a region of the sensor array.

Because of the coating the PUF is physically uncloneabtestris very hard to pro-
duce a second PUF where all sensors produce the same meastsems the original
PUF. However, the coating PUF is unfortunately easy to beateathnd supports only a
limited number of CRPs. Since the characterization of thading is very difficult, coat-
ing PUFs can be used e.g. for RFID-tags or key extraction oA&dy extraction, [32]
succeed to generate on the averdageniformly distributed bits by using0 sensors.

The advantage of coating PUFs is that their production psizery low. Moreover,
a benefit of coating PUF is that they are suitable for detgainertain level of physical
tampering. If a device is physically attacked, its respdyesgavior is likely to change;
thus, tampering can be uncovered by measuring the PUF wéttifspchallenges. Due
to tampering, the responses usually change only locallyclwbould even allow the
determination of specific attack positions on the chip siafa

3 Conclusion

In this paper, we have summarized the history of PUFs by stgdyUF approaches
in literature. Many constructions have been calgysical Unloneable Functigiow-
ever, it is difficult to come up with a consistent definitiondeed, we can deduce some
“requirements” for PUFs, such amclonabilityor unpredictability but in the end the
question “what a PUF is”, remains difficult. Even the questivhich PUF is more



suited”, is not easy to answer. Current constructions depexavily on their applica-
tion and thus follow different, and sometimes contradigiioals (see Section 2.2). In
conclusion,Physical Uncloneable Functiorare a young research area where many
interesting problems are open. We believe that PUFs areraigirty technology that
benefit from many applications.
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