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Abstract—Geosocial networks (GSNs) extend classic online Opting out of GSN services seems to be a rational way
social networks with the concept “of Ioca_tlorl. Users can repb  to avoid compromised privacy (allowing stalking, theft)[9]
their presence at venues through “check-ins” and, when cedin |, his paper however, we show that such radical measures

check-in sequences are satis ed, users acquire special &ta in the th To thi d introd f K
form of “badges”. We rst show that this innovative function ality may not be necessary. 10 this end, we introduce a framewor

is popular in Foursquare, a prominent GSN. Furthermore, we that enables users to privately acquire GSN badges. In this
address the apparent tension between privacy and correctiss, framework. users are responsible for storing and managing
where users are unable to prove having satis ed badge con- their location information, and the provider's (oblivigusar-
ditions without revealing the corresponding time and locaton ticipation serves solely the goal of ensuring user coressgn

of their check-in sequences. To this end, we propose several We d bad te location b d dicat
privacy preserving protocols that enable users to prove hang € dene badges as aggregate locauon based predicates.

satis ed the conditions of several badge types. Specicall we Ve propose solutions to support a variety of such predicates
introduce (i) GeoBadge and T-Badge, solutions for acquirig including (i) checking-in a pre-de ned number of times at a
location badges, (ii) FreqBadge, for mayorship badges, {Jie- |ocation or set of locations, (i) checking-in the most nuenbf
Badge, for proving various expertise levels and (iv) MPBadeg, times (out of all the users) at a location, (jii) proving \ars

for accumulating multi-player badges. We show that a Google h ) . LY ,
Nexus One smartphone is able to perform tens of badge proofs expertise levels, and (iv) simultaneously checking-infhvkt

per minute while a provider can support hundreds of million of ~ Other users at a location.

check-ins and badge veri cations per day. Given the recent surge of location privacy breaches and
the ensuing liability problems [10], implementing privacy
I. INTRODUCTION solutions may ultimately be in the service provider's best
interest.

Location Based Services (LBS) provide users with infor-
mation and entertainment applications centered on their 9¢,
graphical position. A recently introduced but popular LBS a
Geosocial Networks (GSNs), social networks centered on t

: . user pro le information, including (i) linking users to (¢a-
locations of users and businesses. GSNs such as Fourstjar . P, . .
and Yelp [2] allow users to register or “check-in” theirﬁin,tlme) pairs, (ii) linking users to any location, evédrihey

location, share it with their friends, leave recommendstio achieve special status at that location and even (iii) ingld

and collect prize “badges”. Badges are acquired by CheEjkI.ngpseudonymous user pro les — linking multiple locations whe

. . . . . the same “unknown” user has checked-in. On the second

at certain locations (i.e., venues), following a requirattgrn. . . . . .
. . . o dimension, the service provider needs assurances of client
Besides keeping track of the locations of their friends . . .

: . correctness when awarding location-related badges. ®iber

users rely on GSNs to receive promotional deals, coupons and . . . .

) : . Since special status often comes with nancial and social
personalized recommendations. For GSN providers however

. ) ) . Ig)e‘rks, privacy would protect users that perpetrate fraardul
the main source of revenue is location-based ad targeti ihaviors such as. reporting fake locations [11], dugitigat
Boasting millions of users [3] and tens of millions of locati - Tep 9 » dup

check-ins per day [4], GSNs can provide personalized, iosat and sharing special status tokens, or checking-in more fre-

. . uently than allowed. On a third dimension, the providerdsee
dependent ads. The more user information they are able 10 . . . . .

. . to be able to collect certain user information. Being denied
collect, the more accurate are their predictions.

. o . . _agcess to all user information discourages participation.
Thus, the price of participation for users is compromise : . . :
. . ) . : : . The use of client pseudonyms to provide client privacy
privacy, in particular, location privacy. Service providéearn . . . .

during check-ins and special status requests is vulnetable

the P'i”‘ces visited by each user, the times and the Sequ?ﬁ&)ele based de-anonymization attacks [12], [13]: Constedl
of visits as well as user preferences (e.g., the frequenc

distribution of their visits) [5], [6]. The service providemay pseudonymous pro les can be joined with .resuj(_entlal and
- o employment datasets to reveal pro le owner identities.
use this information in ways the users never suspected when

. . . : . . Instead, in a rst contribution, we introduce essentialpro
Lh;i/iesslg[g?d[éu]? (e.g., having their location shared Wlthldthlerties that need to be satis ed by private “badging” solu-

tions. Informally, we de ne useprivacy in terms of indis-
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model the ability of the provider to build popularity staiis initially proposed in [16]. Hoh et al. [17] proposed a locati
for the venues supported (e.g., per-site check-ins anedssweloaking approach based on the conceptidfual trip lines,
badges). that when crossed, trigger a device location update. Olumo
In a second contribution, we propose four solutions, for thet al. [18] propose a location cloaking based private infor-
the aggregate location predicates described above, ttisftysa mation retrieval algorithm that enables mobile device siser
the de ned properties. GeoBadge, allows users to privatgyivately retrieve points of interest around their locati®an et
prove having performe#& check-ins at one venue, wheke al. [19] and Ghinita et al. [20] identi ed the important priem
is a prede ned parameter. FregBadge extends GeoBadge wiflpreventing attacks that link even cloaked successivatioo
provably time-constrained check-ins as well as arbitralyes reports. Pan et al. [19] rely on a trusted anonymizing proxy
for k. e-Badge extends GeoBadge with the notion of levele maintain cloaking sets of active users, and update them as
of expertise, unlocked as the user performs more check-ithe users issue successive location reports. Ghinita ¢2Gjl.
at new venues. MPBadge extends GeoBadge with the notjgmopose both off-line solutions that report temporallyatied
of simultaneous, co-located check-ins from multiple usergre-de ned regions, and on-line solutions.
The complexity of MPBadge lies in the seeming contradictidfrivate geographic algorithms. Eppstein et al. [21] intro-
between the ability of multiple clients to anonymously dkec duced data-oblivious algorithms for secure multi-partyneo
in at the same location and the ability of rogue users to launputations (SMC) for location based services. The proposed
Sybil attacks [14]. techniques are relevant to geometric problems — convex hull
The solutions deploy cryptographic techniques such gsadtrees, closest pair — and cannot be easily applied e sol
zero-knowledge (ZK) proofs, quadratic residuosity camsts, the privacy issues we consider in this work. Ghinita et &] [2
threshold secret sharing and blind signatures. Clienteatol propose a privacy robust geometric transformation foratev
special, provider-issued tokens during check-ins, whiwdyt matches on spatial datasets (e.g., geo-tagged data items).
either aggregate to build generic, non-traceable badgeseo Location veri cation: Saroiu and Wolman [23] introduced
to build ZK proofs of ownership. Client correctness is partlthe location proof concept — a piece of data that certi es
ensured by the use of blind signatures of single-use tokensi receiver to a geographic location. The solution relies on
Instead of publishing acquired badges, and relinquishisgecial access points (APs), that are able to issue sucldsign
privacy, our approach provides users with control overrthgiroofs. APs add their location to their presence beacons and
badges. Users locally store them on their mobile devices alii¢n generate location proofs upon client request, contgin
can prove ownership of their badges in a zero knowled#fee signed client identity, AP identity, location and tirtsap.
manner, to other interested parties. Luo and Hengartner [24] extend this concept with client
We have implemented and evaluated the performance of guiivacy, achieved with the price of requiring three indegemt
solutions on Google Nexus One smartphones and a 16 quédsted entities. Note that both solutions rely on the exis¢
core server. Experimental results are extremely posifivee 0f specialized APs or cell-towers, that modify their beacon
GSN provider can support thousands of check-ins and spe@@H are willing to participate and sign arbitrary infornoati
status veri cations per second, while a smartphone cardbufFellular providers are notorious for their unwillingness t
strongly secure aggregate location and correctness piofgollaborate and modify their protocols. Most AP owners have
just a few seconds. trouble setting up security features thus we envision thét o
The paper is organized as follows. Section Il summarizes €W APs (if any) will provide this functionality — defeatirte
lated work. Section Ill describes the system model consitlersolution's applicability.
and de nes the associated privacy and security requiresnent To address the central management problems, Zhu and
Section IV describes the cryptographic tools used in o0 [25] proposed the APPLAUS system, where co-located,
solutions. Section V presents GeoBadge, the private lmtatiBluetooth enabled devices compute privacy preserving-loca
badge solution and Section VI presents FreqBadge, thetprivion proofs. While the p2p approach can solve the central
mayorship solution. Section VII presents e-Badge, theapeiv Mmanagement problems (for a strongly Bluetooth-connected
multi-venue expertise badge solution and Section VIIl enes nNetwork), not many users enable this interface, due to lack
the private multi-player badge solution. Section IX desesi Of applications and associated power-drain.

our implementation results. Section X concludes. Proximity alerts: Zhong et al. [26] have proposed three
protocols that privately alert participants of nearby rids.

Location privacy here means that users of the service can lea
a friend's location only if the friend is nearby. Manweiler
This paper extends our previous work [15] with (i) an exteret al. [27] propose several cloaking techniques for private
sively modi ed FreqBadge solution, (ii) constructs supiitg  server-based location/time matching of peers. Narayaman e
a new badge type (e-Badge), (iii) an analysis of MP-Badgal, [28] proposed several other solutions for the same probl
(iv) an extension of all the solutions with a protocol thaintroducing the use of location tags as a means to provide
enables proofs of badge ownership (ProveBadge), and (v)oaation veri cation. Nielsen et al. [29] use secure mudtity
better detailed system model. computation techniques to address a similar problem. Hu et
Location cloaking: Anonymization, pseudonimization, loca-al. [30] address the problem of service providers delivgrin
tion and temporal cloaking techniques (introducing eriiars authenticated LBSs, while preserving the data being qdéne
location reports to provide 1-out-of-k anonymity) have teeclients. Our work is different, by enabling private and eatr

II. RELATED WORK
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Fig. 1. Foursquare stats: (a) CDF of days out, check-ins lainds done by Fig. 2. (a) Scatterplot check-ins vs. users in a small tove).Rer-venue
users. (b) Badge and friends evaluation. check-in distribution over time for two random venues.

aggregate location predicates in GSNs.

Summary: Existing work has focused on (i) hiding usemumber of things done (e.g., reviews left for a venue). Our
location from LBS providers and other parties and on (iiySt question was how active are Foursquare users. Figuag 1(
enabling users to prove claimed locations. Instead, in tfi§ows the CDF of the number of check-ins, days out (days
paper we focus on the next step, of anonymizing locatidfe user was actively performing check-ins) and things done

aggregates de ned by geosocia| networks. (e.g., reviews left for a Venue) by users. Note that 45% of
the collected users have between 80 and 950 check-ins, for
1. M ODEL between 50 and 300 days of activity (at this time Foursquare

A. The System is 2 years and a half old). This shows that many Foursquare
' users are very active. Our second question regards the pop-
We consider a geosocial network provides, which ylarity of badges in geosocial networks. Figure 1(b) shows

we model after the most popular in existence to datghe cumulative distribution function (CDF) of the number of

Foursquare [1]. Each subscriber (or user) has an accoyghiges earned by users as well as their friends. Note that 45%

with S. Subscribers are assumed to have mobile devicgsthe users (between the median and the 95th percentile) hav

equipped with a GPS receiver and a Wi-Fi interface (presesétween 10 and 50 badges and between 20 and 95 friends.
on most smartphones). To use the provider's services, atcliqhjs, coupled with the large numbers of reported check-ins,

application needs to be downloaded and installed. Sutm'srib|eads us to conclude that Foursquare is a System Worthy to
can register and receive initial service credentials,uditly eyaluate our protocols.

a unique user id; letds denote the id of useA. In the

following we use the termsiser and subscriberto refer to

users of the service and the teatient to denote the software
provided by the service and installed by users on their @svic

To corroborate the check-in data in a location-aware fashio
we used a Foursquare feature that allows users to query the
list of venues at a location using (latitude, longitude)rpai
Besides users, the geosocial network also supports a se >BFC! cally, we started with a seed Iatrgude and Iong|tgde

’ in our case, 40.000, -73.000, representing New York City).

venues, which are businesses with ageograph_lc locatidn. e then generated 5000 random coordinates around this
V denote the set of all the venues registered with the system;,

Users report their location, througiheck-insat venues of coordinate pairs. For each newly generated coordinateveeair

interest, share it with friends (e.g., imported from Faasibor gueried Foursquare to collect all the venues near thatitotat

. L Figure 2(a) shows the scatter plot of check-ins vs. usergén o
discovered and invited on Foursquare) and are awardedspoi . . : ;
B ; : . 0f the most active locations in our dataset, the city of Bahyl
and “badges”. A user with more check-in days at a venue :
. B in,Long Island, NY. Each point on the plot denotes a venue,

than anyone else in the past 60 days becomes the “May

r . .
. : x axis shows the total number of check-ins recorded at
of the venue. Foursquare has partnered with a long list )
. the venue and the y axis shows the total number of users that
venues (bars, cafes, restaurants, etc) to reward the Mafor

. : . . .7 . have performed the check-ins. Note that a few venues record
freebies and specials. Foursquare imposes a discretgodivis .
X . . 1000-5000 check-ins, from more than 500 users. Most venues
of time, in terms ofepochs A user can check-in at one venu .
owever range from a few tens to a few hundred check-ins and

at most once per epoch. This strategy has made FoursquL?SrgrS. Finally, Figure 2(b) shows the evolution betweenustig

quite popular, with a constantly growing user base, which V\éeOlO and February 2011 of the number of check-ins per day
currently estimate at over 20 million users. .

for two randomly selected venues. The number of check-ins

range between 3 to almost 70 per day. Our conclusions are that
B. Foursquare Data Foursquare users are actively checking-in and venuesdecor

In order to understand the need for our solutions, we hameany daily check-ins. This data rich environment can be a

collected pro les from 781,239 randomly selected Foursquagoldmine for rogue GSN providers. Moreover, the number of
users. For every user, we have gathered the user prorlecorded check-ins suggests that badges and mayorship are
including the total number of friends, the total number dfkely to become objects of contention. Thus, devising gev
check-ins, the total number of days the user was out (dagsd secure “badging” protocols becomes a problem of primary
the user was actively performing check-ins) and the totmhportance for GSNs.



C. Geo: A Framework for Private GSNs This protocol enables clier@; to prove ownership of a badge

A full- edged private GSN solution is composed of a sePV for & venueV to another clienC,. In order to preserve
of protocols Geo = fSetup, RegisterV enue, Subscribe 1€ Privacy ofCy, following the ProveBadge executio@y
ChecklIn, StatV erify , ProveBadgeg, described in the fol- should not learn additional m_formatlon abadt and should_
lowing. We use the notatioR rot (P1(args:): ::; Pn (argsn)) not be able to prove ownership of the badge to another client.
to denote protocoProt run between participant8y;::; Py,
each with its own arguments. D. Privacy and Correctness Properties
Setup(S()): Executed initially (only once) by the service
providerS. The server produces public informatipnbs and
private informationprivs. The server publishesubs.
RegisterVenu€O(V); S(privs)): Executed by the owne®
to register a new venu¥ with the provider.
Subscribg(C(); S(pubs; privs)): Executed once by any client
C that wants to register with the service. If the subscripti
fails, the server returns -1. Otherwise, the client receiae
unique id and the server's public informatigabs.
Checkin(C(ld; V; T; pubs); S(privs)): Executed by a sub-
scribed client with identi erld, to report locationv at time
T to the providelS. S veri es the correctness of andT and
returns -1 in case of failure. Otherwise, the client is issae
special token proving its presence\atduring T .
StatVerify (C(1d; V; k; Tk; pubs); S(privs)): After accumu-
lating suf cient tokens, the client runStatV erify with the

1) Server Side:We consider a provide$ that follows the
protocols correctly. This implies for instance that thevider
will not hand out incorrect information to users. Howevee w
assume tha$ is interested in collecting tuples of the format
(Id; V; T), whereld is a user idyV is a venue and is a time
value. In order to achieve this go&8,may collude with venues
%hd existing clients and generate Sybil clients to tracksuse
of interest. The provider however does not collude with siser
to issue badges without merit. We do not consider physical
attacks, such as, the server physically tracking individaars.

Intuitively, to achieve privacy, the provider should learn
nothing aboutGeo clients, including the venues and times at
which a user runs th€heckln function, as well as her total
and per-venu€hecklin counts. We note that this necessarily
includes also hiding correlations between venues where a

f . ding , f tok given client has runCheckin. We formalize this intuition
server, for a speci c venu¥, providing its entire set of to ens,using games run between an adversanand a challenger

Tk. If the tokens prove that special status has indeed be@_nA controls the service provider, the set of venues and

achieved, the server issues a special status token (or badggy number of clients, thus controls the initial parameter

By, to the client. We support several badge types, introducs neration functionality (e.g., th&etup function). A shares

by Foursquare [1] and SCVNGR [31]: public parameters witlC. C controls two clientsCq and C;.
Location Badge (GeoBadge/T-Badge). GeoBage is is¢ initially runs the Subscribe function with A for the two
sued after the client run€heckin during k different clients and obtains their unique identi ers.
epochs at a venu¥. T-Badge is issued after the client |n g rst Checkin-Indistinguishability game, we model the
runs Checkin at k different venues. GeoBadge and Tadversary's inability to distinguish between clients dagri
Badge model Foursquare badges such as “Newbie”, “Letheckin executions, even when the adversary controls an
cal”, “Adventurer”, “Explorer” and “Superstar”, see [32].initial trace of Checkin executions. We use the notation
Expert Badge (e-Badge). e-Badges support several levet (args) or C. to denote either clienC, or client Cy
of expertise. To achieve level 1 of eXpertise, the Cliemhccording to the value of the Hitor CI)! using input values
needs to runCheckin at k different, select locations, args.
with a common background. A user having expertise levelheckin Indistinguishability (CI-IND). A generates pub-
L for an e-Badge can reach levek 1 after performing |ic information pubs (and corresponding private informa-
k more check-ins at similar (but different) locatioksis  tion priv,), generated bits ¢;;::;¢c, and| + 1 venue ids
a system parameter. This models several expertise badges::\;:\i,,, V. 2 V, i=1..1+1, and sends them 6. For
from Foursquare (e.g., “Swimmie”, “Wino”, “Pizzaiolo”, eachi = 1::I, Cneeds to rurCheckin on behalf of clienC, ,
see [33]), where the rules are the same for all the areasg@fyenuev;. C veri es that the time between two consecutive
expertise: A user achieves level 1 for checking in at v@equests for the same client is suf cient to enable the tlien
unique places. From there, every level up is ve morgavel the distance between the corresponding venuesislf th
unique places. condition is not satis edC ignores the request. Otherwise, it
Mayorship (FreqBadge). Issued when the client hagxecutesCheckin(Cg, (Id¢ ; Vi; Ti; pubn); A(priva)). After
performed the largest number Gheckins, at most one processing thd requests,C makes sure that the distance
per epoch, in the pash epochs at a given venuer petween bothCo and C;'s last check-ins to venu®js; can
is a system parameter. FreqBadge models Foursquggephysically traversed between the time of their last check
“mayor” badges. ins and the current time. If the veri cation failsC stops
Multi-Player Badge (MPBadge). Issued when the clienthe game. OtherwiseC generates a bib 2 f 0;1g and runs
runs Checkin simultaneously withs other users at Checkin(Cy(Idp; Vis1 ; Tis1 ; puba;A(priva)). A outputs a
the same locations is a system parameter. The MP+jt . A solution provides CI-IND if the advantage &f in
Badge models Foursquare badges such as “Player Pleggg!C|-IND gameAdv(A) = jPr[b= ] 1=2j, is negligible.
(Heart)", see [34]. CI-IND Intuition. The above de nition models the claim of

ProveBadgéC,(pubs; V;By); Ca(pubs; V); S(privs; V)): an adversary of being able to distinguish the client exaguti



a Checkin protocol. For this, the challenger allows thahat have installed the client. Malicious clients can try to
adversary to request it to perform a number @heckin cheat on their location (claim to be in a place where they
operations on behalf oy, and C4, two clients controlled by are not [11]), attempt to prove a status they do not have,
the challenger. The adversary also speci es the locatioarah or disseminate credentials received from the server torothe
the check-in is to take place. Then, the challenger choos#igents. The latter case includes any information recefvenh
privately one of the two clients and performsCheckin on the server, certifying presence at a speci c location.
its behalf, at a venue chosen by the adversary. The adversar@ur solutions are not designed to handle private venues,
wins if it is able to guess the client that has performed thenues that uniquely identify the user performing a check-i
check-in, with probability signi cantly higher than 1/2. &V there (e.g., the user's home).
note that the challenger veri es the feasibility of the ckec In the following gamek is a system parameter that denotes
ins: the fact that the adversary is not trying to win the gamhe number of check-ins a user needs to perform in order to
by making it impossible for a client to succeed in a check-iicquire special status (a badge).
at a location. Status Safety.The challenge controls the service provider

In a second, StatVerify-Indistinguishability game, theed and the adversar controls any number of clients. The
sary (e.g., service provider) should be unable to diststyuichallenger runs rst theéSetup protocol and provide# with
between clients runningtatV erify , even ifthe adversary is its public parametersd runsSubscribeany number of times
able to trace clien€hecklin executions. to generate clientsA then runsCheckln with C for any
StatVerify Indistinguishability (SV-IND). A generates public number of venues, but at madst 1 times for any venueA
informationpub, and sends it t&€ but keeps the private infor- runsStatV erify with C. The advantage ok is de ned to be
mationpriv o secret. The game has two steps. In the rst stepdv(A) = Pr[StatV erify (C(paramsc); S(privs)) = 1].
A generate& = 2s new bitscy; :;; & such thats of them are We say that a solution is status safediv(A) is negligible.
0 ands of them are 1A also generatels venue idsV1; :;; ik,  Token Non-distributability. No client or coalition thereof can
Vi 2 V, i=1..k. A sendscy; ;o andVy; i Vi to C. For each yse the same set of tokens more than once.
i=1..k, C runs CheckIn(Cq, (Id¢,;Vi; T;puln); A(priva)), Token-Epoch Immutability. No client or coalition thereof can
only if the time between the previo®heckin of clientC;,  obtain more than one token per site per epoch.
andT; is suf cient to enableC,, to travel the distance between
the venue of the previou€heckin andV;. At the end of
this step,C veri es that Co andC; have performed the same
number of check-ins at any venlg; :; V. If this veri cation Hash functions and HMACs. We use cryptographic hashes
does not succeed; stops the game. In the second stép, that are easy to compute and are (i) pre-image resistant, (i
sends toC a venue idV 2 V, such that the distance betweersecond pre-image resistant and (iii) collision resistdrmt
the venue of the las€hecklin of client C; (j=0,1) andV H (M) denote the hash of messaljk. Pre-image resistance
can be physically traversed from the time of tf@leckin means that given a hash value h it is hard to nd any message
to the current timeC generates a bib 2 f 0;1g and runs M such thatH (M) = h. Second pre-image resistance means
StatV erify (Cp(Idp; V; T;pulp); A(priva). A outputs a bit that given a messagd 4, it is hard to nd another message
t°. A solution is said to provide SV-IND if the advantage oM» such thatM; 6 M, andH (M) = H(M3). Collision
A, Adv(A) = jPrlb= 1 1=2j, is negligible. resistance means that it is hard to @y two messaged ;
SV-IND Intuition. The SV-IND game models the inability of andM» such thatM; 8 M, andH (M) = H(M3).
A, that controls the entire system with the exception of two We also use hash based message authentication codes,
clients Co and Cy, controlled byC, to guess the identity of HMACs, that rely on cryptographic hashes and keys to au-
the client Co or C;) performing aStatV erify operation. For thenticate messages [35]. UM AC k (M) denote the keyed
this, in an initial stepA is allowed to request to perform message authentication code of messafje Two parties
Checkln operations and specify the identity of the client angharing a keyK, can use the string; HMAC (K;M )
the venue where the check-in is to be performed. At the etrl authenticate messadé : only someone knowing ke
of this step,C veries that the two clients are equivalent.can generat¢édMAC (K; M ) and verify its authenticity for
they have the same (badge) status at all the venues requestedsagéV .
by A. A secretly chooses one of the clients and execut8gnatures and blind signatures.We rely on unforgeable
StatV erify on its behalf for one of the venues chosen bgignature schemes. L&igx (M) denote the signature of a
A. A wins if it is able to guess the identity of the client withmessageM by participantX . Unforgeability is de ned in

IV. TooLs

probability signi cantly larger than 1/2. terms of security “against one-more-forgery”, where therus
The following property models the ability of the server t&ngaged in runs of the signature algorithm with the signer
collect venue-based statistics: cannot obtain more thah signatures. We also make use of

Provider Usability. The service provider can count theblind signatures [36], [37] that have the standard (i) bhiess
ChecklIn executions for any venue as well as list the issueahd (ii) unforgeability properties. Blindness means tha t
badges and mayorships. signer cannot learn information about the signed messages.
2) Client Side: The client is assumed to be maliciousAnonymizers. We assume the existence of a network
Malicious clients can be outsiders that are able to corrughonymizer,Mix , such as Tor [38]. Anonymizers or mix-
existing devices or may be insiders, i.e., subscribersysusaets [38], [39] are tools that make communication untrateeab



and unlinkable. Untraceability implies the infeasibilityf
nding the identity of the issuer of a given set of messages.
Unlinkability implies the infeasibility of discovering jra of
communicating entities. Existing popular anonymizingl$oo
include onion routing Tor [38] and Crowds [39].
Anonymous authentication. The authentication step allows
the user to prove to the server that it is a subscriber. We rely
on anonymous authentication techniques with revocatiah an
identity escrow, e.g., [40], performed ovétix , to enable
users to anonymously prove their service subscriber status
The solutions proposed by Boneh and Franklin [40] allow a
user to prove in zero knowledge its membership to arbitrary
H : ZK Proof of
subsets of users while allowing an escrow agent to reveal the GToken Ownershi
identity of misbehaving users. We note that to minimize the
communication overheads, the ZK proofs can be made non- VENUE USER GSN
inte_ractive (e.g., the user computes_the challenge based (l)gns. High level overview of a private badge protocol,
veri able values such as the current time and server status
The QR-Assumption.Given a large composite = pg, where
p and g are safe primes and givem but notp andq, it is
computationally hard to decide if any valwe whose Jacobi
symbol(vjn) is 1, is a quadratic residue or netis a quadratic
residue if there exists a valyesuch thaty? = v mod n.

GeoBadge extendseo and provides the skeleton on which
we build the subsequent solutions. For instance, the anony-
mous authentication and location veri cation functions ar
. . : . . : only described for GeoBadge and inherited by FreqBadge and
Symmetric Private Information Retrieval. A private in- y . ge ar y rred g

) . . MPBadge. Each client maintains a stk, storing all the
formation retrieval (PIR) protocol allows a user to retgev ) .
an item from a server in possession of a database Withct)olfens accumulated durinGheckin runs. When the client

. S ! POSSES ; Acumulates enough tokens Trk to achieve special status,
revealing which item she is retrieving. Symmetric PIR (SRIR. . . :
: . - it runs StatV erify , aggregating the tokens imk. In the
introduces the additional restriction that the user mayleenn . ) .

) following we instantiate each protocol, executed between a

any item other than the one she requested [41], [42].

client C and the GSN provide®.
Zero knowledge (ZK) proofs. ZK proofs are protocols that Setup(S()) Executed once in the beginning, By S generates
enable a prover, claiming to know that a statement is true P 9 9, 9

to prove this fact to a veri er, without allowing the veri er d large prime modulup that will be used to compute secret

to learn any information that would allow her to prove th ghares and publishgs S generates a random kéy, that wil

statement to anyone else. A ZK proof protocol needs to yatisﬁe used for authentication p.u rposKs.|s- kept secret bys.
r each badge that requirkscheck-ins,S generates two

completeness, soundness and ZK properties. Complete e&o ) q h that i G be th
means that if the statement is true, an honest veri er will b&79€ Primes andg such thatkj(pc  1). Let Gg, be the

convinced of this fact by an honest prover. Soundness meéﬁ?@que subgroup oZ,, of orderq. Let g« be a generator

that if the statement is false, a cheating prover can comding ©f Cu- S generates a fresh, random g%g'kba@k and
honest veri er that it is true only with negligible probaipt cOMPutes the commitment val@MTy = g™ * 2 Gq, . For
ZK means that if the statement is true, even a cheating veri §2¢1 supported badg® publishespc, g, g« andCMTy, but
learns nothing except this fact. keeps secreGBy.

Notation. x 2r X is the random choice of from setX . RegisterVenugO(V); S(privs)): The ownerO that registers
venueV, sends toS its public key. For each new venug,

for which the service provider offers badges (akeZheckln
V. GEO-BADGE runs)S generates a secrdty randomly.S uses a threshold
GeoBadge is a private protocol that allows users to prog€cret sharing solution to compute share#/ef, by generat-
having visited the same locatidn times (see Figure 3 for ing a polynomialP ol of degreek 1 whose free coef cient
a high level diagram). The set of supportedzalues is pre- IS Mv: Pol(x) = My + cix+ cx2+ i+ ¢ 1x* 1. S keeps
de ned, e.g.k = 1 for “Newbie”, k = 10 for “Adventurer” k = P ol's coef cients secret but publishes the degheeand the
25 for “Explorer”, etc, and is known by all client applicatie. Veri cation valueVer, = H(HMAC k (V)My mod p). A
At the end of the section we show how to adapt this sol@glient that reconstructy er,, has proof of having achieved
tion to support T-Badges. GeoBadge works as follows: eaitf special status (GeoBadg®)storesP ol's coef cients for
subscribed client contacts the provider over the anonymi2é, along with the public key o¥'s owner.
Mix , authenticates anonymously, proves its current locati§ubscribgC(); S(pubs; privs)): The communication in this
and obtains a blindly signed, single use nonce and a share step is performed ovevlix , to hideC's location fromS. C
secret associated with the current venue. Wkeshares have runs the setup stage of the Anonymous Authentication pobtoc
been acquired, the client is able to reconstruct the saghath  of Boneh and Franklin [40] to obtain tokens that allow it fate
is the proof required for the badge. The single use nond@sauthenticate anonymously with the server.
prevent users from distributing received shares (or pjoofs CheckIn(C(ld;V; T;pubs); S(privs)): Let (current) timeT



be during epocte. The following actions are performed by aagainst either (i) the anonymous authentication solutibn o
client C and the service provides: Boneh and Franklin [40] or (ii) the untraceability property

Anonymous Authentication: C runs the anonymous au-0f Mix . u
thentication procedure of Boneh and Franklin [40] to prave t Theorem 2:GeoBadge is SV-IND.
S that it is a subscriber. This step is performed oMK . Proof: (Sketch) At the completion of the SV-IND game
Location Veri cation: C runs a location veri cation pro- C ¢an reconstruct th&S values for bothCo andCy. A has
tocol [43] to prove presence At. published a pre-commitment f@S — V ery . Note thatCs

Token Generation: C generates a fresh random valud®'i cation of H(SS) = Ver, preventsA from guessing

R and sends the blinde® to S, as Obf(R) (obfuscated b basgd on the valu€ reconstructs.d_uringStatVerify..
for instance using a modular multiplication, see Chaum&nus; if the adversary has non-negligible advantage in the

work [36] on blind signatures}s computesce = H () mod p SV-IND game then we can also build an adversary that has
and Yo = Pol(xe) mod p. S sends toC the tuple non-negligible advantage against either (i) the untraitigab
(Xe: Ce; Sigs (Obf (R))), wherece = HMAC « (V)ye mod p p_roperty of Mi)_( , (i) th(_e__ blind_ness prpperty of t_he l_alind
and the last eld denotes the blindly sign& C “unblinds” signature algorithm, or (iii) the information theoreticcseity

the signed nonce (see [36]), obtams= Sigs(R) and stores of the threshold secret sharing mechanism. [ |
(Xe: Co: Se) iNto the sefTk. Theorem 3:GeoBadge provides Status Safety.

. . Proof: (Sketch) The use of a location veri cation solu-

StatVerify (C(1d; V; k; Tk; pubs); S(privs;k)): Let Tk = . .
) . tion [43] prevents the attacker from falsely claiming prese

f(x1;¢1;Sigs(R1)), ... (Xk;ck;Sigs(Rk))g. Let Ij(x) = lon [43] prev y claiming p

e si 2% mod p be the Lagrange coef cients Theatv' Then,_if there exists an adversary that has_non-negligible

fo“(;vv.i.ng . t]e)fajs g " executed. oviix - ' advantage in the Status Safety game we can build an adversary
' ) ) that has a non-negligible advantage against (i) the prgéma

C computesSS = j=1.xGlj(0). C veries that (egistance property of hashes (invertidgr, = H(SS)) or
H(SS) = Ver, (see the Correctness property in Segjj) the information theoretic threshold secret sharinghteque
tion V-A). If the veri cation fails, C outputs -1 and stops. (including combining shares generated at multiple sitest
Otherwise, it sendSS, along with the set of signed nonces, GeoBadge also provides the Token Non-Distributability
(Sigs(R1); :; Sigs(R)) and the venue/ to S. property. The single use, server signed random noncesrgreve

S veri es that (i) thek random values are indeed signegnore than one run oBtatV erify for a given set of tokens.

by it, (i) that Ry;:;; Rk are unique and have not been usegthe Token-Epoch Immutability property holds since the pair
before and (iii) thatH (SS) = Very . If either verication (x.:c.) is a deterministic function oé.

fails, S outputs -1. OtherwiseS stores the valueRj; ::; Ri,
then sends the badgeB (seeSetup) to C (over Mix ).

ProveBadgeCy(pubs; GB; V; pe; tk; %), “ . - -
Co(pubs: Vi P G k), S(privs:ViCMTy): Cp retrieves The “adventurer” badge is unlocked when the user checks-in

CMTy from S. C; and C, engage in a zero knowledgeatk different locationsGeoBadgecan be easily modi ed to
protocol where C; proves knowledge of theGBy, the support this functionality: the provider assigns one sltfane

discrete logarithm ofCMTy, for instance, using Schnorr's point of the polynomiaP ol) to each participating venue. The
solution [44] free coef cient of Pol is the secret which unlocks the badge.

Whenever a user checks-in at one venue, it receives the share
associated with the venue. After visitikgzenues, the user has

B. The Touring Badge (T-Badge)

A. Analysis k shares and can reconstruct the secret and unlock the badge.
We now prove several properties of GeoBadge. Note that multiple check-ins at the same venue will retritnee
Correctness.: The following holds due to Lagrangesame share, thus forcing the client to visitlifferentvenues.
interpolation: We note that multiple users could collude and combine their
* % shares to obtain an “adventurer” badge, while none of them
SS= G 1, (0) = HMAC ¢ (V) Pol(x;)l; (0) in isolation satis es the condition. However, users mayklac

= i=1 incentives for this attack: only one of the participants ldou
receive the badge while the others waste their shares.
= HMAC k (V)Pol(0) = HMAC k (V)My

We consider modi ed versions of the CI-IND and SV-IND VI. FREQBADGE
games of Section IlI-D, where all the venues (chosem)y  Using the Foursquare terminology, the user that has run
are identical. We now introduce the following results: CheckIn the most number of times, at a ven8&/, within
Theorem 1:GeoBadge is CI-IND. the pastm epochs, becomes the mayor of the place. Let
Proof: (Sketch) Following the CI-IND gaméi's view Mry denote the number of check-ins (df) performed by
consists of the outcome df+ 1 anonymous authenticationthe current mayor o¥/ .
procedures and + 1 blinded random values. The blinded We introduce FregBadge = Setup, RegisterV enue,
random values are information theoretical secure. Thea, if MaintainV enue , MaintainBadge , Subscribg Checkin,
can distinguish betweeaBy andC; in the last step of the game,StatV erify , ProveBadgeay, a solution that extend§&eo
we can build an adversary that has a non-negligible advantagth two protocols:MaintainV enue andMaintainBadge .
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T= (t; mod n, ..., timod n}

denotes one day. A black or gray rectangle overlapping a dagtds - >
a check-in performed by a client during that day. Gty Ly and T 7 randomly
o yand 7, 7,
Set M = permutation m{t}y;, ... tyy,mod n}
Set P = permutation m,{t,z,, ... t,z, mod n}

Send M and P

FregBadge allows clients to prove having performed any
number of check-ins, not just a pre-de ned value. The check-
ins are time constrained: clients have to prove that all kties
have occurred in the past epochs. Furthermore, client issued Checkd Verify that
proofs can be published by the provider to be veri ed by any Ry S— (Gza)= 77}y FinM
third party, without the risk of being copied and re-used by USER PROVIDER

other clients.
Fig. 5. Diagram of FreqBadge.

Flip coin b

Verify that M is
generated from Y and
T= {t;, tr:mod n}

A. Overview

FreqBadge achieves these features in the following way.
the MaintainV enue protocol, the service provider generate
exactly one fresh token per epoch, for each supported veld
V. When a client run€heckln atV, it receivesv's token for
the current epoch. The client stores the tokens accumuiated
V in the setT ky . At any time, for any venu® , the provider performed _aCheckIn,_ C removes from the token sdtky

. : . any token it has receiveoh epochs ago. It then contacts the
publishes and makes available upon request to any clieat, tw 7 . : . .
values, ()Mry, the number of tokens that the mayor \6f provider to obtain the updatddry value. IfjTkyj>Mr v,
has pr,oved to ,have accumulated in the pasepochs, and C initiates theStatV erify protocol forV: it has become the

(i) CMTy, a badge commitment value whose true nature V@ayor ofV._ .
will reveal later. xample. Figure 4 shows an example of mayorship changes

If, during a Checkin run, a clients number of tokens,for a venue where two client€; and C, contend for the

iTky ], exceeds the curreMr y , StatV erify is invoked. The tpoksmon. m, the r}[u:jnbgr oftd?ys5ov:]£[ Wht'ﬁh tI"(éthgckIn h
provider maintains a queue 8tatV erify requests: each new oXens are countec, 15 set 1o . er the rs epochs

request is placed at the end of the queue and each requeéﬂgure 4(a)).C1 is the mayor, with 3Checkin executions

processed in the order in which it was receivBdatV erify Eorr!pa_red t(f)cﬁs gT]ly 2. 'Lhu:_,MrV‘llsb sethto s Ag the
succeeds only if the client is able to prove to the providat th €ginning © the t epoc I'( \gure ( ))'.t € pI’O\(/jI er sets
it knows at leasMr y +1 out of them tokens given in the past Mry to.2. W enCy is online, it runsMamtalnBla g€,

m epochs for that venue. The proof is in zero knowledge. tects .']E stil zas 3 tokeng, thus excc:jeedng, |rr]1vokes
the proof succeeds, it is published by the provider, alorty WiIO tatlzltensy Dan_ mt:;lntams Its Frec:cBa géiry Vizrt] eEIset

an increasedr value, re ecting the new mayor's number ack to s. buring the epocli;, performs a ne eckin.

of tokens. The provider then issues a private FreqBadgeeba pwever, since its number of tokens does not exceedithe

. . : lue, it does not become the new mayor.
:ﬁi;hsafjlgaent’ and publisheSMTy , a commitment value for We note that ifC; is not online during the 6th epock;

If multiple clients initiate theStatV erify protocol simul- can become a mayor only after performing the r@heckin

taneously, with the same number of tokens, only the rsqtv' At that _t|m_e,C2 has 3 tokens ar_IN/IrV = 2. .
becomes the mayor: after the completion of the rst client! At the beg'”'?'”g .Of the 7th day (Figure 4(CMrV S s_et
. Y pietior ?o 2 andC; expires its least recent token. At this poi@ is
StatV erify protocol, theMry value is incremented. The 1 €Xp poibg
second client'sStatV erify will not succeed, since its number
of tokens does not exceed (but only equals) the Mhéww,
value. However, since the proof is in zero knowledge, t
second client can safely reuse its tokens - they have not b St
revealed to the provider. .
If a client needs to prove ownership of the FregqBaddgd The Solution
for a venueV, it invokes theProveBadge protocol. The  We now describe each protocol of FreqBadge, illustrated in
ProveBadgeis used to prove knowledge of the badge againBfgure 5.

éﬂ\/ITV, in zero knowledge, that is, without the client actually
ealing the badge.

he MaintainBadge protocol is executed once per epoch
by each active clienC. For each venue&/ where C has

still the mayor, since it hadiry tokens: 2. However, as soon
asC, comes online and rund aintainBadge , it detects that
Es number of tokens exceedlr v, invokesStatV erify and
omes the new mayor df.



Setup The server generates two large safe prirpeandq z; Yypiag = Z, 1ykg. S veri es that for everyp; 2 Proof
and the composite = pg Let N denoten's bit length. S and corresponding;, (p;a;)? occurs inM once.

publishesn and keepp andq secret. _ If any step fails,S outputs -1 and stops. Otherwiss,
RegisterVenugO(V); S(privs;Mrv)): For a newly regis- generates a fresh, random “mayor” badgBy for venueV
tered venue/, S generates a new random serd and uses gnd computes a commitme@M Ty = g\F/Bv 2 Gg, - Ssends
it to initialize a pseudo?random number generfﬁgr. Salso FB, andthe signed commitmer8jgs(CMTy ;&) to C and
generates two large prim@g anday such thatgyj(pv  1). publishesCMTy . Finally, S updatesMr v to the valuek.

Let Gq, be the unique subgroup @, of orderqy . Let gy To reduce delays, the ZK proof can be non-interactive — in
be a generator 06, . S publishespy, qv andgyv. S also  the standard way, by making the challenge bits depend in an
setsMry to O: the venue has no mayor yet. unpredictable way on the values sent to the server. Thiwallo

MaintainVenue(S(privs)): The protocol is run by the C to send the entire proof at once.

provider S at the beginning of each epo@h. S generates proyeBadgdC,(pubs;FBv;V;pv;av;gv).

a fresh random tokeh, usingGy , and publishes? mod n. Ca(pubs; V;pviav:gv), S(privs;V;CMTy): This protocol
S decrementdry = Mry 1L enables clientC; to prove “mayorship” of a venu&/ to
MaintainBadge(C(ld; pubs;e); S(privs;e): The protocol another clientC,. C, retrievesCMTy from S. C; and
is run at the beginning of each epoehby each active client ¢, engage in a zero knowledge protocol whee proves

C, for each venu&/ whereC has performed &€heckin. Let knowledge of the discrete logarithm &M Ty, for instance,
Tky denote the set of tokens received®yat V. C performs ysing Schnorr's solution [44].

the following two actions:

Remove fromTky the token (if any) obtained duringC Analysis
epoche 1. .

Request fromS the current Mry value. To pre- Theorem 4:The StatV erify protocol of FreqgBadge is a

vent S from learning the venues wher€ has checked- 280 knowledge proof system &fsquare roots fronT 2.
in, this operation is done either oveMix, or us- Proof: (Sketch) To see that FreqBadge is a proof system,

ing a PIR protocol. If jTkyj > Mry, C invokes W€ need to prove completeness and soundness.

StatV erifyC (Id; V; jTkyj; Tky; pubs); S(privs)). Completeness- an honest server will be convinced by an

CheckIn(C(Id: V: T: : pulis): S(privs)): Inherits  the honest client of the correctness of the proof.bHO, S is

Anonymous Authentication and Location Veri cation Stepsconvmced that is obtained fromr = by multiplication with

from GeoBadge. If they succeed, let timE be within Quadratic residuesy®. That is, for eactt; 2 T2 t2yf 2 M.

S . Af b=1, S is convinced thalC knows the square roots &
epoch g, when the provider's published token value is : o )
5 elements inM . This is becaus€ can providea; values that
t¢ mod n. S sends toC the valuet;, the square root of

i a) =(tizz vi)2 = t2y2 i i
the value published for the epooly, along with Mry, satisty (pay)” = (Lziz vi) tiyr 2 M. In conjunction,
these two cases prove ®thatC knows the square roots of
the number of tokens of the current mayor ®f. C

2\ i s
storest; in the setTky. If jTkyj > Mry, C invokes k elements fromr * with probability1 2.

StatV erify (C(I1d: V: jTky j: Tky : pubs: &): S(privs: 6)). Soundness— if the statement is false, no cheating pl|ent
T ; can convince an honest server that the statement is true,
All communication takes place ovéMix .

StatVerify (C(1d: V: k: T ky : pubs: &): S(privs: )): Al except with small probability. Without loss of generalitgt
y Vi By Vs 1S ), Sy»%i))-

AN . . . us assume tha€ knows onlyk 1 square roots ofT ?,
communication in this step is done ovgrix . C sendsk to torot If C expects the challenge to be 0 C generates
S.Ifk Mry, S rejects the request and the protocol stopst’ "’ X 1 P 9 '~

Otherwise, without loss of generality, l&tky = fty;::;tkg }Igr;c.).c;)f m= as |fnt tse. .p.r:)ktoc;)kl, bUIzlng V:ﬁ;g‘;ﬂyig ﬂ;gzgzaﬁfs
be the set of all tokens retrieved I6y from S for the venue 207180 Tk 15k 1SS '

. > £i2.12. D the challenge ends up beitg= 1, C has to produce ona;
V in the pastm epochs. Letr® = 13;13; - tiy g denote the oy i equal ty; z, *(t?)'2, for onej 2 k:m. Due
corresponding published values. Note that the membersfh|pt8 the QR-Assumption]C]is ulnablé even to tell whether any

5 : .
T changes during every epoch. The client and the server "W a quadratic residue or not. @ expects the challenge to

) ) . ) i
the following stepss times (ZK 2proof of the client knowing be 1, it buildsM = 3 = F2w2 2 w2 ;w2 wd g,
k square roots of values fror<). If successful, at the end , .
of the s stepsS will be convinced with probabilitd 2 S where thew;'s are random. It then build Proof to be .

" Proof = oftyzg;ite 1z 1;2¢g- If b=1, C can provide

C generatey;; 5 ym 2r f0,19 andzazran(gorg PErmu- square roots fok values inM. If b = 0 however,C has

tation ;. C computes the seM = ft{yf;ithyngand producem  k +1 valuesy; such thaty; = w; (t, 2y1=2,

sends it toS. C needs not knowl;N::; tm to computeM . which contradicts again the QR-Assumption. The chance of a
C generateg;;:;z 2r f0;1g" and a random permu- cheating client to succeed afterepetitions is2 S.

tation » and computes the sétroof = ,ft1z1;:tkZ8 Zero Knowledge The proof follows the approach
which it sends tcS. from [45], [46]. Specically, letS be an arbitrary, xed,
S ips a coin b and sends it teC. expected polynomial time server Turing machine. We gemerat
If b=0, C sendsys;::;ym to S, which then veri es that for an expected polynomial time machiie that, without being
everyt? 2 T 2, t2(y;)? occurs once irM . given access to a clie@ (or the square roots of any elements

If b=1, C generates and sendd = ofa; = from T?2), produces an output whose probability distribution
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is identical to the probability distribution of the outpuf othank shares. Since they were blindly signed, the provider
<C;S >. cannot link the request tokens to clients.

M is built by usingS as a black box. For each of tlee  During Checkln, the client uses a symmetric PIR protocol
steps of the protocolM ips a coin a and builds the sets to privately collect a single share, without leaking theelev
M andProof anticipating that the challenge hitwill equal desired. When the client recovérshares of the inner secret of
a. It then feeds these values ®, which then outputd. If the next level, it reconstructs the inner secret. It thenlwoes
b= a, M outputs the transcript of the transaction and mové@swith the outer secret of its current level of expertise and
to the next step. Otherwise, it repeats the current 9t&p. recovers the outer secret of the next level. When the client
terminates in expected polynomial time (each of theteps reaches level, it receives a new set of blindly signed request
is executed on average twice). The probability distrimgiof tokens, to enable it to acquire the next level ¢ 1) of
the output of< C;S > and of M are identical, which is expertise. We now detail each protocol of e-Badge.
proved by induction. B SetupS(Q)): L is the number of expertise levels supported by

Similar to the analysis of the GeoBadge protocol, here wee providerS chooses a large prineand generates a random
also consider modi ed versions of the CI-IND and SV-INDkeyK . Similar to theSetup of GeoBadgeS generates a group
games of Section IlI-D, where all the venues (chosem\)y G, with generatorg. S publishesp, g and G and keepK
are identical. We now introduce the following results: secret. For each supported e-Badgeenerates a list of outer

Theorem 5:FreqBadge is CI-IND and SV-IND. secretd y = fMy;:;; Mg, one for each supported expertise

Proof: (Sketch) The CI-IND proof is inherited from level, as follows:

GeoBadgeChecklIn protocol differs solely in the provider's  £qr jevel 1 generate a random valM . Use a threshold

issuance of a square root value. For the SV-IND pro®f: gecret sharing solution to compute sharesvif: generate a
can learn user information through (i) the proof and (ii)nfro polynomial Pol; of degreek 1 whose free coef cient is
the communication medium. However, Theorem 4 shows thg

Cd | ) tl. Generate a random e-Badge for leveleB; and the
StatV erify is a ZK system. Furthermor®ix provides com- commitmentCMT, = g®B* 2 G. KeepPoli's coef cients

munication untraceability and unlikability (see Sectiof).| m 5 eB, secret. Publish the degrde and the veri cation

Theorem 6:FreqBadge provides Status Safety. value Ver; = H(M1:HMAC k (V) mod p). StorePol;'s
Proof: (Sketch) Results directly from Theorem 446t cients. PublishCMT;.

Stzatv erify is a proof system of havinlg square roots from o aach subsequent levie] generate a random value as
T “. A cheating client can succeed with probabilty®, where ha quter secreM, . De ne the inner secreM, = M,

s is the number- qf proof itgrations. ) __M_ 1. That is, the outer secret of level is the bitwise xor
FreqBadge trivially provides the token-epoch immutapilit o¢ e inner secret of level and the outer secret of leviel 1.

property, asS issues a single token per venue per epoclyse 4 threshold secret sharing solution to compute shares of
Frquadge dpes nqt provide token non—dlstrlbut_ablhtycdn M. (generate a polynomid&ol, of degreek 1 whose free
ducing the blindly signed nonces of GeoBadge in FreqBadgget cient is M. Keep Pol 's coef cients secret. Publish

to address this problem would not make serSawvould be he yerj cation valueVer, = H (M :HMAC « (V) mod p).

able to link two different runs otatV erify and break the giorep o, 's coef cients. Generate a random e-Badge for level

SV-IND property. L, eB., and the commitmerEMT,_ = g®Bt 2 G. KeepeB,
secret but publisicMT .
VIl. E-BADGE RegisterVenugO(L; V; pubo); S(privs)): The ownerO that

The level 1 e-Badge is unlocked when the user checks#@gisters venu&/ sends toS its public key,puln. S stores
at k different locations having a common background (e.goulo along with V. If V qualies to provide an e-Badge,
“swimmie”, “wino”, “pizzaiolo”, see Section IlI-C). Each S generates a share of a secret from each expertise level:
subsequent level of the e-Badge is reached when the ue@neratexy = H(V) mod p andy; = Poli(xy) mod p,
checks-in ak new venues. foralli =1:L. S storeg[xy;y;], 8i =1::L, the shares of the

Solution Overview.: For each e-Badge, supportiig secretsMi;Mp;::; M- along withV.

expertise levels, the provider genera®es 1 secrets. Level 1 Subscribg/C(); S(pubs; privs)): The communication in this
has only one secret, called toeter secret. Each levdl > 1 step is performed ove¥lix , to hideC's location fromS. C
has 2 secrets, thauter andinner secret. The outer secret ofruns the setup stage of the Anonymous Authentication pobtoc
level L is the xor between the inner secret of lekelnd the of Boneh and Franklin [40] to obtain tokens that allow it fate
outer secret of leveL 1. To achieve expertise levél, a to authenticate anonymously with the server. Furthermore,
client needs to recover its outer secret. C generatek randomrequest tokenstq;::;;rtx. C and S

The provider assigns a share of each of theaner secrets engage in a blind signature protocol wheseblindly signs
to each qualifying venue. Thus, a venue receieshares, each request token fa€. C storesSigs(rti), .., Sigs(rty)
each of a different secret. When a user subscribes, it regzei@ssociated with the corresponding badge.
k request tokensblindly signed by the provider. The requesCheckin(C(ld;V; T; pubs;L); S(privs)): Let us assume that
tokens enable the client to contaktdifferent venues and C has an e-Badge at level 1 and needs to acquire level
collect k shares for the next desired level. Request tokehs The communication between the check-in cliéhtand S
cannot be reused, thus preventing a user from collecting méakes place ovemMix . If the venueV quali es for an e-Badge,
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C sends a yet unused, provider signed, request tokéh ® VIIl. M ULTI-PLAYER: MPBADGE
veri es its signature on the token and the fact that the tdka@® |, . multi-player badge is issued when a user presents a

nqt been used before (at. any other venue). ,If the veri Caiorﬁroof of co-location and interaction witk 1 other users at
fa'_l’ S rfaturns 1 Otherms&: ands engage in a symmetrlc a venueV. k is a parameter that may depend on the veviue
private information retrieval protocol [41], [42], allong C to This models a simpli ed form of the “Player Please!” badge

retrieve a single share of the e-Badge_, for the lave(Xv, of Foursquare, that is acquired when the user checks-ireat th
yi). C stores the shareX(y , yi) along with the current secret g, o ocation with 3 members of the opposite sex. We now
for the levelL 1 of the e-BadgeM. 1. The setTk stores present MPBadge, a privacy preserving solution that pes/id
these v_alues. ) the co-location functionality of “Player Please! (Hearbut
StatVerify (C(Id; V; k; Tk; pubs; L); S(privs)): Let us as- \ithout modeling the gender of the participants.

sume thaC holds expertise level 1for the e-Badge andhas \ pgaqge relies on threshold secret sharing, where each
performedk more check-ins at qualifying venues. Th@shas  gjient is able to provide a share of the secketinique shares

a sefT k storingk shares of the inner secté, . C repeats the generated at the same venue in the same epoch (see protocol
steps ofStatV erify of GeoBadge (oveMix ) to reconstruct \, PCheckin) can be combined to produce a signed co-

the inner secreM . It then retrievesM, = M. My 1and ocation proof. An additional dif culty here lies in the iy

presents the value 18. S veri es the correctness of the value.¢ 5, anonymous user to cheat: rGheckin multiple times

If correct, it sendseBL.to C, certifying e-Bgdge ex_pertisellevelin the same epoch, obtalnsignature shares and generate by

L. S andC engage in a protocol enablir to blindly sign  jiqelf the co-location proof. We solve this issue by allogvim

k new request tokens fdt. _ _ user to runCheckln only once per venue per epoch - using
Due to lack of space, we omit the detailsifoveBadge e plind signature generatioBSGen, protocol (see below).

that trivially extends the corresponding protocol of Gedgea, Setup The serverS generates two large safe primpsand

with the exception that each expertise level has a differe@tand the composita = pg Let N denoten’s bit length. S
secret badge and corresponding commitment value. publishesn and keepg andq secret.

RegisterVenugO(); S(privs)): Perform the following steps:

S stores a key tabl&T , indexed by venues and epochs.
KT [V; € contains a unique key, used only for signing values
Correctness is straightforward: a client at expertise llevior a venueV during epocte. Let v denote the total number

L 1, following the protocol correctly is able to retrieke of venues supported.
shares oM and then recoveM . For each venueV and epoche, S generates a value
Theorem 7:e-Badge is CI-IND. My.e 2r f0;1g" and a random polynomiaP oly.e with
Proof: (Sketch) The communication betwe€h and S degreek 1, whose free coef cientidy.e. My.e andP oly.e
during Checkln takes place oveMix . C reveals a blindly are secret.

signed request token not used before in order to perform t@ﬁbscribe(C();S(pubs; privs)): Inherited from GeoBadge.
operation.C uses a SPIR protocol to retrieve only one Sha@SGer(C(ld;e; pubs); S(privs)): Executed once per epoch
of the secret needed. An adversaky with non-negligible ¢ by each clientC (when active) with provideSS, over an
advantage in the CI-IND game has the same advantage agaiighenticated channeC generates random values, one for
either (i) the untraceability property dlix , (ii) the blindness gach venue in the systerR;;:;Ry. C and S engage in a
property of the blind signature algorithm, or (iii) the SPIRy|ing signature protocol, where ea&h is blindly signed by
p_rotocol in guessing the level accessedMyvith probability g with KT [Pi; €]. S records the epochs whed has executed
higher than1=L . B this step and returns -1 @ attempts to run this step twice for
Theorem 8:e-Badge is SV-IND. the same epoch. Otherwise, the client obt@igir (p, ¢ (R),
Proof: (Sketch) At the completion of the SV-IND gamegi = 1::v.
C s able to reconstruct the secrets of both cli€@tandCi  CheckIn(C(ld;V;T;n; pubs); S(privs)): C and S run the
(for the same level). According to CI-IND, the adversa&ryis Anonymous Authentication and Location Veri cation steds o
unable to identify clients performingheckins. During the GeoBadge. If they succee@, sendsR; Sigkt ve)(R) 0 S
nal StatV erify run of the SV-IND gameCreveals only the overMix — the values correspond to the verMieand epoch
outer secret of the level it wants to achieve, but no inteiated e whereC runsChecklin. S veri es that (i) R has not been
values. Thus, iA has an advantage in the SV-IND game, it hagsed before and (ii) the validity of its signature. If eitlséep
the same advantage against the (i) untraceability progertyfails, S returns -1. OtherwiseS storesR and generates a share
Mix or (ii) the information theoretic security of the thresholgf Mv.e: (Xe;Ye), Wherexe is random and/e = P oly.e(Xe).
secret sharing solution and the xor operation. B S sendgXe;Ye) to C as a reply oveMix , andC stores them.
Theorem 9:e-Badge provides Status Safety. MPCheckIn(C1(1d1; V; T; Xe:1; Ye:1),--Cx (1dk; V; T Xerk ; Ve ) :
Proof: (Sketch) The use of a location veri cation pro-This step is executed wheaclients C,,..,.Cx are co-located.
tocol [43] preventsA from retrieving a share without beinglt enables them to build a co-location proof for during
present at the venue. The use of the threshold secret shagpgch e (containing current timeT). After performing
solution preventA from reconstructing the secret of a leveh Checkln at venueV and epoche, let (Xei;Yei) be
without completingk additionalCheckln operations. m C;'s share of My... Each deviceC; generates a random

A. Analysis
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MAC and IP address which it uses to Setup an ad ho EstatveriCient [ZstatveritServer BllCheckin [AstatVerifCl EZStatVeritSrv Bl Checkin
network with co-located devices and also during subseque!

communications. Each devic€; generates the message

M =( MPBadge®V;e). C; generatese; = MYs mod n

and sends a multicast packet to all other devices containirg

the tuple(Xei; ei;Ri;Sigve(Ri) mod n). R; is the value  *

that C; has had the server blindly sigi®igy.e(Ri). Each e e e e P e

10°

e (ms)
Time (ms)

client stores received tuples in its Sek. 7 Growp Oersitsize K number of checkins
StatVerify (C(1d; V; k; Tk; e; puls); S(privs)): Without loss () (b)
of generality, letTk = f(Xe;i; eiiRi;Sigvie(Ri)9, 81 = Fig. 6. GeoBadge dependence on (a) modulus sizé, thle check-in count.
1::k. C andsS run the_following steps:

C computes = <K, @ =M ali® = MMve,

C sends , Rj, Sigv.e(Ri), for all k R; values received from
co-located clients t& over Mix .

S veri es that (i) the time when the communication of th
previous step has been initiated is within epagh(ii) that
(\MPBadge®V;eMve = and (iii) that all Sigy.e(R;)
signatures verify for venud/ during epoche. S checks
that the exact set ok revealed blind signatures has no
bee|_1 use_d before more th&nl tl_mes:S records the_set of signature scheme. n
k blind signatures and allows it to be used ormdytimes. . .

MPBadge is safe: If an adversary controls at miost 1
Subsequent uses of the tokens are allowed, as long asé(.e

. : . ients at a venueV, its advantage in the Safety game
newly revealed set contains at least one fresh blind sigeatu . . . )
can be transformed into advantage against the information

theoretical secure threshold secret sharing solution tsed
generate threshold signatures. MPBadge provides Token Non
Distributability, sinceStatV erify succeeds only ifC pro-
vides a set of blindly signed nonces, at least one of which has
A. Analysis never been used before.

We extend the CI-IND game to also include the
MP Checklin procedure: the adversary contraddl clients
except two clientsCy and C,;, that are controlled by the
challenger. The challenger then ips a coim and runs  We have implemented GeoBadge, FreqBadge and MPBadge
Checkin followed by MP Checkin with A for client C,. in Android and Java and have tested the client side on the
A's advantage is de ned the same, as the advantage over IN@xus One smartphone and the server side on a 16 quadcore
in guessing the value df We introduce the following results. server featuring Intel(R) Xeon(R) CPU X7350 @ 2.93GHz

Theorem 10:MP Badge is CI-IND. and 128GB RAM. We have stress-tested the server side by

Proof: (Sketch) The blind signature generation step sfequentially sending multiple client requests. All theuits
Checkln, executed at most once per epoch by any challeng#own in the following are computed as an average over at
controlled client, over an authenticated channel, re¢sea least 10 independent runs.
server signed nonce for each site registered in the systgdeoBadge:We study the most compute-intensive functions
During the subsequent token generation step, performed ové GeoBadge:Setup, the GSN provider side o€heckln,

Mix , the challenger reveals one signed nonce, along with tthe client and provider sides &tatV erify . We investigate
site of interest. If the adversary can link the blind sigmatu rst the dependence on the modulus bit size. Betup cost,

and token generation steps with a non-negligible advantagene time cost for the GSN provider, ranges from 277ms for
(thus linking client to location) we can build an adversdrgtt 512 bit keys to 16.49s for 2048 bit keys.

has the same advantage against (i) the blindness property dfigure 6(a) shows the performance of the remaining three
the blind signature scheme or (ii) the untraceability propef components in milliseconds (ms) using a logarithmiscale.
Mix . During MP Checklin, the challenger sends an “identityThe x axis is the modulus size, ranging from 512 to 2048
neutral” message oveix to A. Thus, any advantage ofbits. The value ok, the number ofCheckln runs required to

A can be converted into a similar advantage against thequire the badge is set to 50. On a single coreCtheckin
untraceability ofMix . B costis 13ms even for a 2048 bit modulus size. The cost of the

Theorem 11:MP Badge is SV-IND. provider side ofStatV erify is almost constant for different

Proof: (Sketch) Since we just proved thMdPBadge key bit sizes, also around 13ms — on an OpenSSL sample,
is CI-IND, the adversary's advantage can only be from th@e cost of performing one signature verication for 2048
StatV erif function. The communication irStatV erif is bit is 0.1ms, thus dwarfed by the cost of string operations.
performed overMix and contains an “identity neutral” Thus, the provider can support more than 48DBeckin
value along withk pairs of random nonces and associatear StatV erify runs per second, or more than 412 million

adversary generated blind signatures. khpairs have been

egenerated during P ChecklIn step, thus the adversary has
ho advantage from them. If at least one nonce is fresh (never

used before), an adversary with an advantage in the SV-IND

game following theStatV erif run can be used to derive an
dvantage against either (i) the blindness of signaturerseh

Ei) the untraceability ofMix or (iii) the secure threshold

If any veri cation fails, S outputs -1 and stops. Otherwis®,
generates an MPBadg8igs(\ MPBadge®V;e; T.), where
T. is the time of issue, and sends it owdix to C.

IX. EVALUATION
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[Nexus One (116 Quadeore the provider can support more than 13,000 check-ins per

[AstatverifClient [ StatVerifServ Bl Checkin
second - more than 1.1 billion ops per day. The provider side
of StatV erify is less compute intensive than the client side:
it ranges from 36ms to 309ms (for 2048 bit keys).
‘ We further evaluate the dependencySihatV erify (client
and server side) on the value kbfwhen the modulus sizhl

1 is 2048,m=60 ands=40. Figure 7(b) shows that the server

512 1024 2048 10 20 30 40 50 60
RSA bit size k number of checkins side exhibits small linear increases wkhand is only 372ms
(@) (b) whenk = m = 60. The server can support roughly 170
Fig. 7. FreqBadge: (a) Dependence Mn the modulus size, (b) Statverify SimultaneousStatV erify runs per second or 14.5+ million
client and server side, function & the number of check-ins. per day. The client side overhead is around 13.8s even for
60 check-ins. Finally, Figure 8(a) shows the dependency of

StatV erify on the value ofs, the number of proof seté\

is set to 2048m is set to 60 and is set to 30. Even for 100
proof iterations, the cost is 633ms for the provider, emapli
6+ million daily runs. A client requires 21.2s to generat® 10
proofs.

MPBadge. Finally, we study the dependence of the overhead
of several MPBadge procedures knthe number of partic-
ipants. We set the modulus size to 2048 bits and rakge
from 5 to 25. Figure 8(b) shows the performance of the server
side Checkln, the client and server sides &tatV erify

and the client side oMP Checkin. On a single core the
server sideCheckln overhead is around 1.6ms and the server
side StatV erify is 37ms even for 25 participants. Thus, the
provider can support 10,0@hecklns and 432StatV erify s

per second. ThéMP Checkln overhead on a smartphone is
operations per day. The client side®fatV erify takes 16.5s around 290ms, while the client si&atV erify ranges from
for 2048 bit keys, on Nexus One. 230ms for 5 participants to 6.9s for 25 participants.

Figure 6(b) shows the performance dependency of the same

protocols onk, the number of check-ins required, when the
key size is set to 1024 bits. The cliebtatV erify takes up to

Time (ms)
Time (ms)

[ZINexus One 2116 Quadcore I statVerifCl [Z] StatVerifSrv [ Checkin EEIMPChect

10° 1095
10°-
10° 1025~
107 -

107
1015~
101 10' -
1005
o o

20 60 100

0 80
s: number of proof sets

Time (ms)
Time (ms)

5 10 15
k number of users

20 25

(@) (b)

Fig. 8. (a) FreqBadge: StatVerify dependence sprthe number of proof
iterations. y axis is time in milliseconds, in logarithmicase. (b) MPBadge
dependence ok, the number of participants.

X. CONCLUSIONS
21s wherk = 100. The provider components are much faster; In this paper we have studied privacy ISSUes concerning
opular geosocial network features, check-ins and badges.

the StatV erify takes less than 27ms, qllowing the provider e have proposed several private protocols including (i)
to support more than 2400 such operations per second (mgreeoBadge and T-Badge, for acquiring location badges, (ii
than 207 million ops per day). Th€heckln cost is even ' '

smaller, less than 10ms f&=100, allowing more than 6500 Frquadge, for mayorship badges and (i) M.PBadge, for
multi-player badges. Furthermore, we have devised e-Badge

simultaneous check-ins, or more than 560 million check-ins . . .
. ; a novel protocol that allows users to privately build exisert
per day. In conclusion, GeoBadge imposes small overheadsbon

the GSN provider — thousands Gheckln and StatV erify adges_. We showed Fhat GeoBadge, FreqBadge and MPBadge
. . are ef cient. The provider can support thousand€dieckins
can be performed per second. The client side overhead

IS .
reasonable as achieving special status is not a time coredira and hundreds oBtatV erify s per second. A smartphone can
operation and can be performed in the background.

build badges in a few seconds.
FreqBadge: In the next experiment we studied FreqgBadge.
We have rst tested key bit sizes ranging from 512 to 2048.
A one time occurrence for the GSN provider, tBetup cost  [1]
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