
Helltrap: Transforming physical machines into UEFI rootkit trap

Abstract—Sophisticated rootkits targeting the UEFI boot
process are used in attacks to infiltrate devices and maintain
persistence across reboots. Despite efforts to protect the boot
process, challenges such as a bloated UEFI environment,
insecure configurations, and firmware vulnerabilities have
made these defenses insufficient. Thus, innovative detection
and prevention methods are needed.

This work introduces Helltrap, a framework that trans-
forms devices into honeypots capable of detecting rootkits
that compromise the UEFI boot process. By leveraging
firmware update capabilities, Helltrap automatically inte-
grates monitoring systems within UEFI firmware and Base-
board Management Controller software found on server-
grade systems. This allows it to detect modifications to UEFI
firmware, Option ROM, or bootloaders, preventing rootkit
payloads from executing. The payload is then automatically
removed and made available for analysis.

To demonstrate the need for Helltrap, we collected real-
world rootkit payloads that target UEFI firmware or the
ESP partition. Our experiments show that these rootkits
can evade detection by standard malware detection tools.
To further underscore the danger of such malware, we also
developed a proof-of-concept rootkit, GuardDown, which
compromises even systems protected by Intel Boot Guard
or Secure Boot. In contrast, Helltrap successfully detected
all tested rootkits before execution.

1. Introduction

Malware capable of compromising devices persistently
poses one of the greatest threats to the security of modern
systems. In particular, rootkits targeting the boot process
have proven to be especially stealthy and dangerous [19],
[38], [39], [50], [54], [55], [62], [66]. Rootkits like Lo-
Jax [19] and CosmicStrand [62] have remained undetected
for years, compromising devices through the flash storage
used by UEFI. In this paper, we refer to all malware that
infects one or more components of the Unified Extensible
Firmware Interface (UEFI) boot process as UEFI rootkits.

These persistent rootkits target either (i) the bootloader
stored in an ESP disk partition or (ii) the firmware flash
storage that contains UEFI firmware, PCI card Option
ROMs, and non-volatile UEFI variables. In the first case,
the rootkit could have been deployed by any compromised
software capable of writing arbitrarily to disk storage. In
contrast, to compromise UEFI flash storage, a rootkit pay-
load must be deployed by a remote adversary during run-
time by compromising a signed software flashing process,
or by a local adversary using an SPI flash programmer
when the system is offline. However, in both cases, once
deployed, the rootkit persists across system reboots and
can compromise the device’s OS before it executes. For

example, it took years for Lojax to be discovered through
manual analysis of UEFI firmware.

To address these identified attacks, device manu-
facturers have implemented various solutions aimed at
protecting different stages of the boot process from
rootkit compromise, including Intel BootGuard [22], Se-
cure Boot [67], and Intel VT-d [4]. While these solutions
strengthen the security of the boot process, they are often
undermined by vulnerabilities [3], [17], [27], [65], mis-
configurations [42], or their limited focus on specific at-
tack vectors exploited by rootkits. Consequently, advanced
rootkits such as BlackLotus [54] and LogoFail [48] have
successfully bypassed these defenses. Furthermore, the
increasing complexity of the modern UEFI boot process
has introduced new attack surfaces, such as OptionROM
compromise, which can evade detection by malware scan-
ning tools that focus solely on disk or UEFI flash storage.

The experiments described in Section 5.3 demonstrate
that standard malware detection tools are generally effec-
tive at identifying rootkits only after their payloads have
been discovered and analyzed. However, advanced rootkit
payloads or novel threats, such as GuardDown (discussed
in 5.2), can infect modern systems while evading detec-
tion. Once installed, these rootkits can disable Secure Boot
and other protective measures, including antivirus pro-
grams and intrusion detection systems, which safeguard
the bootloader and operating system. Therefore, mitigating
the impact of rootkit attacks requires deploying innovative
solutions capable of detecting persistent malware targeting
the UEFI boot process. Such solutions must be able to
capture these threats for further analysis, enabling the
identification and elimination of vulnerabilities they ex-
ploit.

This work introduces Helltrap, the first rootkit-
capturing framework that employs physical honeypots
to detect and capture rootkits. The Helltrap framework
converts standard devices into honeypots by incorporat-
ing monitoring components that control the UEFI boot
process. These components can identify rootkit payloads
within UEFI flash storage or the ESP partition and capture
them before they execute.

Under Helltrap, transforming devices into honeypots
begins by integrating a set of Helltrap components into the
software stack of the Baseboard Management Controller
(BMC). The BMC, a dedicated processor commonly
found in server-grade devices, is used for remote mon-
itoring and management of the host system. These BMC
components start the monitoring process by verifying the
UEFI firmware and automatically deploying additional
UEFI monitoring components to the BIOS flash storage
at every boot. These components ensure the integrity of
the entire boot process by verifying all its elements before
execution.

The UEFI monitoring components examine UEFI vari-



ables, OptionROMs, and the bootloader for modifications
that could indicate rootkit attacks. Any altered components
are automatically sent to an external Helltrap server that
collects them for analysis. The server extracts the modified
UEFI files or variables and reports them for investigation.

Notably, the Helltrap BMC components remain
completely hidden from the host system. Similarly,
the Helltrap-introduced components within the UEFI
firmware automatically uninstall themselves after com-
pleting their monitoring tasks by reflashing the firmware
prior to OS execution. This approach maximizes rootkit
detection by ensuring that no trace of Helltrap monitoring
remains visible to the host system during runtime. It
also makes it virtually impossible for remote adversaries
or compromised software to detect the transformation of
their targeted device into a honeypot. Detecting Helltrap’s
presence would require an adversary to gain physical
access to the BMC flash storage.

The Helltrap design for physical honeypots offers two
key advantages over existing high-interaction honeypots.
First, unlike virtual honeypots, Helltrap honeypots are
indistinguishable from real security-sensitive devices in
both their hardware stack and host software stack. This
eliminates the possibility of detection by rootkits based
on exposed hardware, execution overhead, virtualization
artifacts, or similar anomalies. Second, unlike existing
honeypot frameworks that are not equipped to address
boot process compromises, Helltrap includes components
that can identify rootkit payloads before they execute. Ad-
ditionally, Helltrap can automatically restore the honeypot
to its pre-infection state by re-writing the compromised
components, effectively resetting the device to its original
state prior to the compromise.

The primary limitation of the Helltrap honeypot design
is its reliance on a BMC processor to bootstrap the boot
process, restricting Helltrap to transforming only server-
grade devices into honeypots. However, as discussed in
Section 6, ongoing efforts aim to develop alternative
deployment methods that enable Helltrap to operate on
devices without a BMC.

To assess the effectiveness of Helltrap, publicly avail-
able UEFI rootkit payloads discovered in the wild were
collected and installed on systems protected by various
malware detection tools. While these widely known pay-
loads were detected by all the tested tools, simple en-
cryption of the payloads allowed them to be stealthily
installed without detection by any of the tools—except
for Helltrap. As demonstrated in Section 5.2, even the
correct deployment of state-of-the-art boot process pro-
tection mechanisms is insufficient to fully prevent UEFI
rootkit infections. This underscores the critical importance
of Helltrap honeypots for detecting sophisticated rootkits
in the wild that target the UEFI boot process.

To summarize, this work introduces:
• The first design for physical honeypots capable of

detecting rootkits that compromise UEFI storage.
• A novel mechanism for automatically transforming

server-grade devices into honeypots.
• GuardDown, a proof-of-concept rootkit capable of

compromising systems protected by both Secure
Boot and Intel BootGuard.

• A comprehensive evaluation of Helltrap, demonstrat-
ing its effectiveness in detecting UEFI rootkits.

2. Background

2.1. UEFI boot process

Figure 1 illustrates the execution flow of the various
software components involved in the UEFI process of
most modern systems. When a BMC processor is present,
the execution is typically started by software running
on the BMC processor, either when the power button is
pressed or when remote commands are received via the
Intelligent Platform Management Interface (IPMI) [45]. In
both scenarios, the BMC software triggers the start of a
series of UEFI boot phases, which are further detailed in
Section2.1 and are loaded from the BIOS flash storage (as
described in Section 2.3).

The UEFI boot process scans and executes any PCI
OptionROMs present on PCI expansion cards, as dis-
cussed in Section 2.4. After the UEFI firmware completes
its execution, the bootloader stored in the ESP disk parti-
tion is loaded, which then starts either another bootloader
or the operating system.
Baseboard Management Controller (BMC). The Base-
board Management Controller (BMC) is a dedicated
microcontroller embedded in most server-grade mother-
boards. It provides remote management capabilities, in-
cluding system monitoring, power management, system
recovery, and firmware updates. In the UEFI boot process,
the BMC operates as an out-of-band component, starting
the UEFI phases by powering on the host system.

The rest of the UEFI process, as depicted in Figure 1,
has been widely adopted as the standard boot process and
comprises four primary stages:
Security (SEC). This phase serves as the UEFI root of
trust, preparing the processor by establishing temporary
memory storage for the next phase.
Pre-EFI Initialization (PEI). During this phase, main
memory is initialized [43], and an in-memory description
of the firmware image is prepared for the subsequent
stage. PEI modules within the UEFI firmware are executed
by a central module called the PEI Core.
Driver Execution Environment(DXE). In this stage,
most system initialization tasks are performed by load-
ing DXE drivers, which initialize platform components
such as device controllers and peripherals. As shown in
Figure 1, the DXE Core attempts to execute all DXE
drivers whose dependencies it can resolve. It also loads
and executes OptionROMs stored within PCI Expansion
ROMs, completing this process by the end of the DXE
phase.
Boot Device Selection (BDS). This phase is managed
by the final DXE driver to execute. Its role is to discover
and load the bootloader from a device specified via UEFI
variables. If no device with a valid EFI System Partition
(ESP) label is identified, the UEFI code scans connected
storage devices for disks with EFI System Partition labels
and loads the bootloader from one of them.

Finally, all boot services are terminated, and all DXE
drivers are cleaned up before the operating system begins
execution. Only those marked as runtime services remain
available for OS use.
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Figure 1: The UEFI boot process of modern systems. At the top, the storage medium for each component is described, while on
the bottom the BMC start and standard UEFI phases are depicted. Note, the BMC flash chip components are standard only for
server-grade devices and are typically used to control the power on and off process.

2.2. EFI system partition (ESP)

An EFI System Partition (ESP) typically stores a
bootloader and its configuration data (e.g., the Boot Con-
figuration Data, or BCD) in a FAT32 format. This partition
is usually created during OS installation and is essential
for booting the respective operating system. Crucially, all
information stored in the ESP, including the bootloader, is
accessible to the operating system and cannot be shielded
from OS-level access.

To address this vulnerability, UEFI introduced a pro-
tection mechanism known as Secure Boot [67]. Secure
Boot prevents the UEFI firmware from loading any boot-
loader that has been modified by an untrusted operating
system. Under this system, the integrity of the bootloader
is verified at every boot by checking its code hashes
against signature databases stored in non-volatile UEFI
variables. These signature databases are themselves vali-
dated through a chain of trust that originates from a trusted
platform key.

2.3. BIOS Flash Storage

Firmware contains the first instructions used by de-
vices to initialize the hardware and perform system boot.
Hence, it resides in fast, persistent, and easily accessible
flash memory. The flash memory typically uses the SPI
protocol to communicate with the result of the system,
which reads and writes to the registers of the SPI flash
controller.
Updating UEFI firmware. UEFI firmware stored in
BIOS flash storage is updated to address software bugs, in-
troduce new functionality, or patch security vulnerabilities.

Firmware updates can be performed using either in-band
or out-of-band updates. In-band updates are performed
via available software flashing tools such as Chipsec [29],
RWEverything [51], and flashrom [21], which allow up-
dates from within the host OS. Out-of-band updates lever-
age either the BMC (Baseboard Management Controller)
or external flash programmers.

BMC processors, in particular, enable remote BIOS
flash updates through the IPMI interface. However, on
security-sensitive systems, access to the IPMI interface
must be restricted to local, trusted users and never exposed
to remote adversaries, who could exploit it to fully com-
promise the system. Similarly, external flash programmers
require physical access, as they must be attached to the
BIOS flash chip using a clamp. In contrast, software flash-
ing tools can be used by anyone with appropriate OS-level
permissions to update the UEFI firmware. To mitigate
risks from malicious firmware updates, several protection
mechanisms have been introduced. Flash chip protection
bits control CPU access to specific regions of the BIOS
flash, while global flash protection bits restrict access
to code running in System Management Mode (SMM),
a highly privileged execution mode [37]. Additionally,
protected range registers define writable address ranges
within the BIOS flash and are secured by the FLOCKDN
bit, which locks flash chip registers until the system is
rebooted.

Introducing these protection mechanisms should en-
sure that only trusted software can write verified, signed
UEFI firmware to the BIOS flash chip. However, these
mechanisms are often improperly implemented or suffer
from exploitable vulnerabilities, as showed in prior re-
search [8], [32]. For example, the FLOCKDN bit is often



not enabled in commercial off-the-shelf systems to allow
users and administrators to perform firmware updates via
the OS.

2.4. Option ROMs

During system startup, the UEFI boot process scans
for and executes Option ROMs to initialize connected
PCI devices. In the DXE phase of the UEFI boot process,
the firmware begins by probing each PCI device’s Base
Address Registers (BARs) and Expansion ROM Base
Address Registers (XROMBARs) to detect the presence
of Option ROM firmware. Once located, the Option ROM
code is copied into RAM and executed to complete device
initialization.

In practice, some Option ROMs (e.g. embedded video
card, embedded network) can also be stored within
specific regions of the motherboard’s BIOS flash chip.
These Option ROMs are integrated into the motherboard
firmware and are typically loaded by vendor-specific EFI
modules and not detected by probing during the DXE
phase.

Importantly, the firmware for both Option ROMs types
is usually stored in EEPROM memory. This non-volatile
storage allows hardware vendors to update Option ROM
contents directly from the host system, using a firmware
update process.

2.5. EFI variables

During the UEFI boot process, volatile and non-
volatile variables are accessed by EFI modules through
the Variable Runtime Service. This service allows EFI
modules to read, write, and delete EFI variables identified
by unique GUIDs used as keys. This service also grants
limited access to certain EFI variables in the bootloader
and the OS. In particular, variables that are non-volatile
or flagged for runtime access by System Management
Mode (SMM) modules remain available during system
operation. Consequently, the firmware exposes a restricted
set of EFI variables during boot, allowing the OS and
bootloader to read and modify them as needed.

The Variable Runtime Service manages EFI variables
as key-value data stored in either volatile or non-volatile
memory. The volatile variables reside in RAM and are
cleared when the system restarts, while non-volatile vari-
ables are kept in designated regions of the BIOS chip,
preserving their values even when power is lost. These
persistent variables are vital for retaining essential UEFI
settings, including Secure Boot configurations and the
boot device order, which the Variable Service and EFI
modules rely on throughout the boot process.

3. Problem description

The rise of persistent rootkit attacks has revealed seri-
ous weaknesses in the security of the UEFI boot process.
Modern rootkits can persist across reboots by embedding
themselves in the firmware or modifying files within
the ESP. By doing so, they can compromise the oper-
ating system even before traditional antivirus or integrity-
verification tools are initialized.

Once a rootkit gains a foothold within the UEFI
firmware, detecting it becomes extremely difficult. Op-
erating at such a low level gives it full control over
the system, allowing it to hide its presence and disable
security tools before they can respond. The discovery of
rootkits in the wild underscores the urgent need for proac-
tive detection and prevention systems capable of identify-
ing UEFI-targeting rootkits before they execute—blocking
them from gaining control during the earliest stages of the
boot process.

To defend against rootkit threats, hardware and
firmware vendors have deployed security mechanisms like
Secure Boot, Intel BootGuard, and BIOS write protection.
These features are intended to ensure that only verified
firmware and boot components are executed. However,
analyses of real-world systems show that manufacturers
often misconfigure these protections or introduce flaws
during implementation—issues that stem largely from the
complexity and fragmentation of the UEFI firmware sup-
ply chain.

Meanwhile, adversaries continue to discover new ways
to exploit vulnerabilities within UEFI, such as executing
unverified code from PCI Expansion ROMs or compro-
mising verified EFI modules. Rootkit proof-of-concepts
such as LogoFail [48] demonstrate how easily rootkits
can bypass even advanced defenses focused solely on the
BIOS or ESP regions. As these threats evolve, securing
the UEFI boot process requires both improved firmware
hardening and early detection strategies. Crucially, to
defend against these threats systems must be capable
of identifying the presence of rootkits before they can
execute and gain control over the monitored system.

4. Helltrap

Helltrap is a rootkit-capturing framework that trans-
forms standard server-grade devices into honeypots de-
signed to detect and collect rootkit payloads. This trans-
formation begins by modifying the BMC software stack
to introduce components that verify the UEFI firmware
before each boot of the host OS. These modifications
include adding monitoring components that validate the
integrity of all phases of the UEFI boot process. However,
these monitoring components are removed before the OS
boots, ensuring that the Helltrap honeypots remain indis-
tinguishable from regular devices to remote adversaries or
compromised software running on the host OS.

Figure 2 depicts the Helltrap architecture and how
its components function to detect and capture rootkit
installations within monitored UEFI storage. The detection
process begins when the Helltrap server converts a target
device into a honeypot by automatically installing sev-
eral modules into its Baseboard Management Controller
(BMC). These modules include monitoring components
that validate the UEFI firmware and NVRAM variables
prior to each system boot, as well as a UEFI boot con-
troller responsible for loading specialized UEFI modules
that track changes to both the Option ROMs and the EFI
System Partition (ESP).

The introduced UEFI modules are executed during
the DXE phase and verify the integrity of the bootloader
and any present Option ROMs before they are executed.
Crucially, any modified content is reported back to the



Helltrap server for analysis using Helltrap networking
modules integrated into the BMC and UEFI firmware.
Each aspect of the honeypot and its components is further
detailed in the following subsections.

4.1. Threat model

The Helltrap honeypot is designed to capture UEFI
rootkits under these premises:

1) The BMC’s hardware and firmware stack is trusted
and cannot be accessed by attackers (for example,
through IPMI).

2) Attackers compromise the target’s boot sequence by
injecting malicious code or data into the EFI System
Partition (ESP) or into flash regions that hold UEFI
firmware or Option ROMs.

3) Adversaries do not have physical access to the Hell-
trap honeypot hardware.

The first premise treats the BMC software and hard-
ware as a secure, separate environment: it runs on its own
processor and memory independent of the host, and is as-
sumed to be immune to attacker tampering. Consequently,
attack vectors that would update the BMC itself (such as
remote flashing via IPMI) are excluded from this work.
This is a practical restriction because interfaces like IPMI
can typically be disabled on server-class machines.

The second premise narrows Helltrap’s detection
goals. It is not intended to catch every kind of mal-
ware—for example, transient OS-only infections that van-
ish after a reboot are outside its target. Instead, Helltrap
focuses on persistent threats that gain lasting control of
a device by altering NVRAM variables or by corrupting
UEFI-related storage (SPI flash, Option ROMs, or the
ESP). Rootkits that solely affect user-space or runtime
applications need distinct, OS-level detection approaches
and so are not covered here.

The third premise assumes attackers cannot physi-
cally access deployed honeypots. With physical access,
an adversary could read or overwrite BMC flash using
a hardware programmer, discover Helltrap’s presence, or
remove its monitoring components. This assumption is
reasonable in many deployments because physical access
can be prevented through measures like secure facilities,
continuous monitoring, and tamper-resistant enclosures.
Furthermore, most real-world malware is deployed re-
motely, as requiring physical access poses a significant
obstacle for the majority of adversaries.

4.2. Honeypot setup

The setup of new honeypots within the Helltrap frame-
work is automated for server-grade devices equipped with
an IPMI interface that allows modifications to the BMC
software stack. In such cases, the Helltrap server intro-
duces its monitoring components into the BMC firmware
and starts a self-update process for the BMC to apply the
modified firmware. However, the process becomes more
challenging when device vendors restrict access to their
proprietary BMC software stacks or limit updates to their
own closed-source firmware.

For devices without IPMI access to the BMC, the
honeypot transformation follows an alternate approach.

In this scenario, an SPI flash programmer controlled by
the Helltrap server is connected directly to the BMC
chip of the targeted device. The Helltrap server reads
the existing BMC firmware from the chip using the pro-
grammer, incorporates the honeypot-specific monitoring
components, and writes the modified firmware back to
the chip. Crucially, this process needs to be performed
only once. Once deployed, the BMC components can
independently communicate with the Helltrap server and
update themselves via the network interface.

After the BMC components are installed, they com-
plete the honeypot setup by booting the device once to
record the contents of the UEFI firmware, EFI variables,
Option ROMs, and ESP partition. These recorded contents
serve as a baseline to verify future modifications. In the
event of any detected infection, the honeypot automat-
ically restores the device to a trusted state using these
baseline records.

4.3. Rootkit detection

What sets the Helltrap honeypots apart is their ability
to monitor all data and code utilized during the UEFI boot
process before it can compromise the device or detect the
monitoring mechanisms. This section provides a detailed
explanation of how this monitoring is achieved.
UEFI firmware monitoring. To ensure that no UEFI
firmware executes without first being scanned by Hell-
trap, the BMC components integrated into the honey-
pots intercept the command used to power on the host
system. This command is implemented within the BMC
firmware as a set of ioctl functions exposed via APIs
to the IPMI interface. Helltrap modifies this process by
preventing these commands from directly powering on the
host and initiating the UEFI boot process. Instead, Helltrap
first triggers a scan of the UEFI flash chip. If the scan
detects no modifications, the power-on process proceeds
as normal. However, if modifications are identified, the
altered UEFI firmware is forwarded to the Helltrap server
for analysis. The server determines whether the firmware
has been compromised and, if necessary, restores it to its
original state.

The UEFI firmware scan is enabled by the BMC’s
ability to access the BIOS flash chip directly. This func-
tionality is standard in all server-grade systems, allowing
for remote BIOS updates. Typically, this access is facil-
itated through a dedicated multiplexer controlled by the
BMC. The multiplexer determines whether the BIOS flash
chip is accessible to the host software stack or the BMC
firmware. Under Helltrap, the multiplexer is configured to
place the BIOS chip under BMC control before each boot,
allowing Helltrap to read or write its contents as required.

Unlike host OS flashing tools, which involve manual,
time-consuming, and flash chip-specific operations, the
Helltrap BMC components access the SPI chip directly as
a memory-mapped device. This approach significantly im-
proves the efficiency and portability of the UEFI firmware
scanning process across a variety of server-grade devices.
EFI variable monitoring. As mentioned earlier, EFI
variables are stored within the BIOS flash chip on modern
devices and are read and verified from the NVRAM
partition before each host boot. However, some of these
variables may change between boot sessions.
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Figure 2: The minimal Helltrap system comprises a server and a device transformed into a honeypot. Root-of-trust components such
as the trusted server and BMC are highlighted in green. Potential adversary pathways (attack vectors) for introducing UEFI rootkit
payloads are shown in red.

To prevent false-positive rootkit detections when non-
security-critical EFI variables are modified, Helltrap em-
ploys a whitelist database on its server. This whitelist
identifies EFI variables that should be excluded from
integrity verification. The database is reusable across mul-
tiple devices and straightforward to implement due to
the UEFI standard, which mandates that each variable be
uniquely identified by a GUID. These excluded variables
typically serve non-critical purposes, such as logging.

Additionally, Helltrap’s ability to read and write EFI
variables allows it to manipulate boot configurations
strategically. For instance, Helltrap can automatically dis-
able Secure Boot to lure adversaries into deploying rootk-
its, such as Lojax, which target the ESP partition. This
functionality helps in the capture and analysis of malicious
activity.
PCI Expansion ROM monitoring. Unlike UEFI
firmware and variables, which can be monitored directly
by the BMC, PCI Expansion ROMs are only accessible
to the host software and firmware. As a result, monitoring
PCI Expansion ROMs within Helltrap honeypots requires
a different approach.

Fortunately, the process of verifying UEFI firmware
provides a valuable opportunity for Helltrap honeypots to
re-establish trust in the loaded UEFI firmware during ev-
ery boot. This capability also enables Helltrap to dynam-
ically introduce additional UEFI modules at each boot.
These modules can verify all Option ROMs during the
DXE phase, ensuring their integrity before they execute.

The Option ROM verification process is handled by a
Helltrap UEFI module that scans connected PCI devices
for the presence of any Option ROMs. For each detected
Option ROM, the module computes a hash and forwards
it to the Helltrap server, where it is compared against the
stored Option ROM hash recorded during the honeypot
setup. If discrepancies are found, the complete Option

ROM image is sent to the server for further analysis.
Importantly, introducing the Option ROM scanning

module is feasible even on systems protected by Intel
BootGuard. However, this requires an additional step
during the honeypot setup: the updated UEFI firmware
images must be signed by the device manufacturer to
pass BootGuard’s verification during startup. Notably, this
Option ROM verification process is performed regardless
of the device’s Secure Boot configuration, ensuring con-
sistent monitoring across all systems.
ESP partition monitoring. Helltrap introduces a dedi-
cated UEFI module to address the challenge of monitoring
the ESP. This module is automatically deployed by the
UEFI boot components running on the BMC.

In the Helltrap framework, ESP monitoring is trig-
gered automatically by hooking into the ExitBootServices
UEFI event, which is executed during the UEFI boot
process just before the bootloader is launched. At this
stage, the introduced UEFI module scans the system hard-
ware for connected disks and verifies each one. When a
disk is identified, the Helltrap module searches for any
ESP partitions by locating the standard EFI directory
used by EFI boot managers. Once identified, the files
within each ESP partition are validated against a set of
pre-computed hashes collected during the honeypot setup
phase. Any discrepancies are promptly forwarded to the
Helltrap server for analysis.

It is important to note that some non-security-critical
files, often used for logging purposes, may reside within
the ESP partition. To prevent false positives, such files are
excluded from verification using a whitelist, following the
same process described for handling NVRAM variables.

Notably, the ESP monitoring process operates inde-
pendently of the Secure Boot mechanism and cannot be
disabled by an adversary under any circumstances.
UEFI monitoring removal. In the standard UEFI boot



process, all Helltrap-introduced UEFI modules are auto-
matically removed from device memory before the boot-
loader executes. However, this is insufficient to erase
traces of Helltrap from the host system completely at
runtime, as the BIOS flash chip still contains the Helltrap-
modified UEFI firmware. Therefore, at the conclusion of
the BDS phase, all introduced UEFI modules must remove
themselves from the stored UEFI firmware.

Fortunately, the UEFI boot process provides the ca-
pability to interact directly with the BIOS flash chip.
Leveraging this feature, Helltrap introduces an additional
UEFI module that re-flashes the original, signed, pre-
modified UEFI firmware back into the BIOS flash chip
after all monitoring activities are completed. This module
can write to the flash chip without issue because BIOS
write protections are designed to permit the flashing of
legitimate UEFI firmware.

The BMC monitoring components, however, do not re-
quire removal since they remain isolated and inaccessible
to any software running within the host system.

4.4. Rootkit payload collection

Helltrap automatically detects and captures all changes
made to UEFI firmware by performing comprehensive
scans of the entire BIOS flash chip. However, the impact
of these changes varies depending on which part of the
BIOS chip is modified. Manually analyzing all altered
UEFI images collected by honeypots would be a slow
and resource-intensive process. To address this, Helltrap
incorporates an automated parsing system that analyzes
modified UEFI firmware, Option ROMs, ESP partitions,
and EFI variables. This process leverages established tech-
niques commonly employed by open-source tools, such as
UEFITool [52].
UEFI firmware modification. Helltrap utilizes the UEFI
firmware flash descriptors located at the beginning of
the image to identify and parse each UEFI region. For
each region, Helltrap takes advantage of the well-defined
modular structure of UEFI images. For instance, the BIOS
region organizes UEFI modules as separate files within
firmware volumes using the Firmware File System (FFS).
These volumes typically group files related to specific
UEFI execution phases, with each file containing one
or more sections that store data. Notably, the most crit-
ical sections include PEI modules executed during the
Pre-EFI Initialization (PEI) phase, and DXE drivers or
applications, executed later during the Driver Execution
Environment (DXE) phase. Other file types, such as free-
form and raw formats, are treated as generic binaries since
their proprietary nature makes their inner workings largely
unknown.

To streamline the analysis process, Helltrap parses
each volume and file within a modified UEFI firmware and
compares them against the baseline collected during the
honeypot setup. This approach enables Helltrap to gener-
ate detailed, fine-grained reports that pinpoint which files
have been altered by a potential rootkit. Consequently,
it can detect even the smallest modifications to UEFI
firmware that could compromise system integrity.
EFI variables. Any modification to EFI variables that
persist across reboots is also captured within the UEFI
firmware. Unlike older systems, where NVRAM variables

are stored in battery-backed memory, modern devices
store these variables in the NVRAM volume of the UEFI
firmware, allowing them to persist through power cycles.
While these variables can be cleared by removing the
CMOS battery, such an attack requires physical access
to the device’s motherboard. Additionally, clearing the
NVRAM volume also erases any malicious content in-
tended to execute during the device boot process. More-
over, Helltrap detects and reports any clearing of NVRAM
variables to the Helltrap server, as this action can be part
of an attack. For example, clearing NVRAM variables
may disable Secure Boot by erasing its configuration.

Helltrap can easily extract and report only the mod-
ified EFI variables. The NVRAM volume is uniquely
identified by its GUID (“CEF5B9A3-476D-497F-9FDC-
E98143E0422C”) within the BIOS region. Once identi-
fied, the contents of each variable are compared against
their corresponding values recorded during the honeypot
setup, using their unique GUIDs. Some systems store
multiple copies of NVRAM variables, such as default
factory values that are loaded when the CMOS battery
is removed, triggering a reset. However, this duplication
is not an issue for Helltrap, as it accurately identifies and
differentiates each copy of the NVRAM variables during
its parsing of the UEFI firmware.

Fine-grained identification of NVRAM modifications
is crucial for detecting sophisticated rootkit payloads.
For instance, as demonstrated by LogoFail, altering the
NVRAM variable containing a device’s logo image—or
even its file path—can be enough to hijack a vulnerable
UEFI boot process entirely.
Option ROMs. Unlike the well-documented UEFI
firmware format, which can be parsed using open-source
tools, the structure and operation of Option ROMs are en-
tirely proprietary and closed-source. Option ROMs stored
as distinct regions within the BIOS flash chip are extracted
in their entirety whenever a byte-level comparison reveals
modifications. This process is robust against false nega-
tives, as Option ROMs typically remain unchanged across
device boots unless explicitly updated. Similarly, Option
ROMs located within PCI Expansion ROMs are also
compared in their entirety for the same reason. Identifying
modifications to Option ROMs is crucial for detecting
sophisticated attacks. For example, at DEF CON [53], a
proof-of-concept rootkit was concealed within the Intel
GbE Option ROM region.
ESP partition. Modifications to the filesystem of the ESP
partition contents are automatically extracted at the granu-
larity of individual modified files by iterating through each
folder inside this partition recursively and comparing the
file hashes against those stored during the honeypot setup.

5. Evaluation

To evaluate Helltrap, all publicly available physical
rootkit payloads that target either UEFI firmware stored in
SPI flash or files within the ESP partition were collected.
These payloads include ten rootkits discovered in the wild,
five of which compromise UEFI firmware (LoJax [19],
MossaicRegressor [39], CosmicStrand [62], MoonBounce
[38], and VectorEDK [24]), and five that target the ESP
partition (FinSpy [66], ESPecter [55], BlackLotus [54],
Gluteba [50], and Bootkitty [40]). Additionally, a novel



Malware
Detector

Rootkit

Lojax Mossaic-
Regressor

Cosmic-
Strand

Moon-
Bounce

Vector-
EDK GuardDown

Plain Enc Plain Enc Plain Enc Plain Enc Plain Enc Plain Enc

Hybrid Analysis ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Virus Total ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
MetaDefender Cloud ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Jotti malware scan ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Windows Defender ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
ESET antivirus ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Kaspersky antivirus ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Bitdefender antivirus ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
FwHunt ✗ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗
Bonanza ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Helltrap ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

TABLE 1: UEFI firmware rootkit detection

proof-of-concept rootkit, dubbed GuardDown, was devel-
oped. This rootkit can compromise even systems protected
by Intel BootGuard and Secure Boot.

Table 1 summarizes the effectiveness of Helltrap and
other commonly used malware detection tools in identi-
fying rootkits that compromise UEFI firmware. Similarly,
Table 2 presents the results for rootkits that target the
ESP partition. Finally, Section 5.2 demonstrates how, in
contrast to Helltrap, most commonly deployed protection
mechanisms fail to detect or fully prevent certain rootkit
infections.

5.1. Rootkit deployment

For most rootkits, the actual method used for their
deployment remains unknown. However, the white pa-
pers that present an analysis of Lojax and VectorEDK
reveal that most have been likely deployed remotely using
malicious software running on the host. Thus, a generic
rootkit deployment method has been constructed for the
introduction of rootkits from a host OS either into the
UEFI firmware stored inside the BIOS flash chip or the
ESP disk partition.

Deployment of rootkits that target UEFI firmware is
as follows: First, the existing UEFI firmware image is
read using CHIPSEC [29], a platform security assessment
framework that can read and write data to the SPI de-
vice. Next, the rootkit files are generated by adding the
required header data to every rootkit DXE payload using
the open-source edk2 GenFfs [16] tool. These files are
then inserted into the read UEFI firmware image using
the open-source UEFITool [52], commonly used to read
and modify UEFI firmware images. Finally, the resulting
malicious UEFI firmware image is written back to the
device using CHIPSEC. This process is automated using
a simple Python script.

Similarly, for rootkits targeting the ESP partition an-
other Python script with administrator privileges simply
mounts the ESP partition and copies the malicious rootkit
files, overwriting existing ones when necessary. Of course,
this ESP dropper only works when Secure Boot is dis-
abled. However, as shown by the discovery of Black Lotus
[54], this limitation can be removed by exploiting Secure
Boot vulnerabilities.

Finally, to evaluate the deployment of more sophis-
ticated or unknown rootkits, a generic rootkit hardening
tool has also been created. This tool simply encrypts the
malicious UEFI modules or ESP files used by rootkits us-
ing the AES CBC encryption algorithm. These encrypted
modules are then inseted using the same python scripts
described alongside a dedicated DXE module or EFI
application that will automatically decrypt and execute
them during the boot process. Importantly, this hardening
tool and decryption modules are very generic and are not
flagged as malicious by tested malware detection tools.
The encryption and decryption process itself is a standard
technique that is commonly used by software developers
to protect proprietary code against reverse engineering.

5.2. GuardDown - Novel rootkit attack vector

The primary defense against rootkit infections in mod-
ern systems is ensuring the integrity of the boot process
through mechanisms such as Intel BootGuard and Secure
Boot. However, these defenses are not universally enabled,
and even when active, they are not foolproof.

This section demonstrates that modern devices re-
main vulnerable to UEFI rootkit infections by detailing
the implementation of GuardDown, a proof-of-concept
rootkit that employs a novel attack vector to bypass signed
firmware verification, circumvent Intel BootGuard, and
even disable Secure Boot. The target device for this proof-
of-concept is the Supermicro X12SDV-8C-SPT4F [56]
motherboard. This motherboard was selected solely be-
cause it supports all modern defense mechanisms; no
board-specific vulnerabilities were exploited.
Signed firmware verification bypass. The attack begins
by exploiting a vulnerability in the BIOS flash chip write
restrictions to bypass signed firmware verification and per-
form arbitrary writes to UEFI firmware. This vulnerability
involves a race condition introduced when trusted flashing
tools temporarily enable write operations for software
running on the host operating system. An adversary can
exploit this race condition by either compromising the
flashing tool itself or performing malicious writes while
the flashing tool is active.

For example, AMI Firmware Update (AFU) [30] is a
trusted flashing tool provided by most hardware vendors



Malware
Detector

Rootkit

FinSpy ESPecter Black
Lotus Gluteba Bootkitty GuardDown

Plain Enc Plain Enc Plain Enc Plain Enc Plain Enc Plain Enc

Hybrid Analysis ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Virus Total ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
MetaDefender Cloud ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Jotti malware scan ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Windows Defender ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
ESET antivirus ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Kaspersky antivirus ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Bitdefender antivirus ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗
Bonanza ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Helltrap ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

TABLE 2: ESP rootkit detection. FwHunt was not designed to scan ESP file systems and was therefore not utilized.

for updating UEFI firmware from the host OS. This tool
consists of a user-space application that only allows UEFI
firmware updates through vendor-signed binaries and ker-
nel drivers that memory-map the BIOS flash chip into the
userspace of an application. The kernel driver is responsi-
ble for unlocking write access to the BIOS flash chip. This
is achieved by performing specific System Management
Mode (SMM) calls. Once these SMM calls finish, write
access to the BIOS flash chip remains unlocked until the
driver execution completes.

In the GuardDown attack, the AMI Firmware Update
process was paused after it erased the NVRAM section of
the BIOS flash chip, leaving write operations unlocked. At
this point Intel’s open-source CHIPSEC tool [29] could be
used to inject a malicious rootkit payload into the BIOS
flash chip.
Intel BootGuard bypass. On systems protected by
Intel BootGuard, firmware code integrity is verified at
every boot before execution is permitted. Additionally,
Intel BootGuard cannot be disabled via the host operating
system and can be permanently enabled using a hard-
ware fuse. Consequently, attacks that involve modifying
or introducing malicious UEFI modules are not feasible
on such systems. Instead, attackers can only target unpro-
tected areas of the UEFI firmware, such as the NVRAM
variable storage.

NVRAM variables are often modified across multiple
boot cycles, typically through the BIOS setup interface
(e.g., for selecting a boot disk). As a result, Intel Boot-
Guard does not verify these variables against pre-stored
hashes, even though some of them, like Secure Boot
configurations, are critical to the boot process’s security.

The GuardDown rootkit exploits this limitation in Intel
BootGuard’s firmware verification by combining it with
the signed firmware verification bypass. This allows it
to modify the NVRAM variables stored in the BIOS
flash chip that are associated with Secure Boot. While
this constitutes a modification of the UEFI firmware,
Intel BootGuard’s verification process does not detect or
prevent it.
Secure Boot bypass. Once adversaries gain write access
to Secure Boot NVRAM variables, compromising or dis-
abling Secure Boot becomes straightforward. GuardDown
opts for the latter, fully disabling Secure Boot by using
CHIPSEC to set its enabled bit to false. This action allows

a malicious bootloader to be deployed by simply writing
it to the ESP partition, as there are no longer any mech-
anisms preventing the loading of unsigned bootloaders or
Option ROMs.

Stealthier attack vectors are also possible without fully
disabling Secure Boot. For instance, the Secure Boot
signature databases stored within NVRAM variables can
be modified to include additional keys, which can then
be used to sign malicious bootloaders or Option ROMs.
This approach allows the adversary to bypass Secure Boot
while maintaining its appearance of being enabled.

A more sophisticated attack vector involves leveraging
a malicious Option ROM after disabling Secure Boot.
In this scenario, the malicious Option ROM deploys a
temporary bootloader at the end of the DXE phase of
each boot cycle. This bootloader performs its intended
malicious activities and removes itself from the ESP par-
tition before the operating system boots, rendering the
compromise virtually undetectable to the host OS.
GuardDown detection. As shown in Table 2 and Table
1, GuardDown is not detected by any of the tested mal-
ware detection tools. This is because the attack leverages
only open-source software to modify the UEFI firmware,
and the malicious bootloader lacks any previously known
signature. While it would be straightforward to create a
signature for the malicious bootloader through analysis, it
is equally trivial to modify or obfuscate the bootloader to
evade detection.

Importantly, none of the methods used in the proof-
of-concept attack can bypass detection within a Helltrap
honeypot. First, any modification to the UEFI firmware
is immediately identified at every device boot by the
BMC monitoring components, which also track changes
to NVRAM variables. Second, even if Secure Boot is
disabled, the Helltrap components temporarily introduced
into the UEFI firmware during boot detect any attempt to
load untrusted Option ROMs or introduce unauthorized
data or code into the ESP partition. As a result, Helltrap
honeypots effectively detect and prevent GuardDown de-
ployment.
GuardDown disclosure. The vulnerability was discov-
ered when testing the version 5.16.01.0109 of AFU and
disclosed to AMI’s Product Security Incident Response
Team (PSIRT). In later AFU tools this vulnerability seems
to have been fixed, as neither we or the PSIRT team has



been able to reproduce it with newer AFU tool versions.
For AFU 5.16.01.0109, we are currently coordinating with
the PSIRT team and trying to provide all the necessary
information for them to reproduce the discovered vulner-
ability and publish an advisory.

5.3. Rootkit deployment detection

Similar to the evaluation method used in [6] to test
the detection accuracy of their proposed rootkit detection
system, the payloads of GuardDown and the ten rootkits
found in the wild by malware researchers were subjected
to scanning by four popular antivirus programs: Windows
Defender [44], ESET Antivirus [18], Kaspersky Antivirus
[33], and Bitdefender Antivirus [12]. This scanning was
performed at runtime on the host system before intro-
ducing the respective payloads using the Python scripts
described in Section 5.1.

The rootkits were also submitted to four widely
used online file-scanning platforms: Hybrid Analysis [28],
VirusTotal [23], MetaDefender Cloud [47], and Jotti
Malware Scan [31]. These tools perform more in-depth
analyses, including execution of the rootkits in virtual
sandboxes. Some platforms also aggregate results from
multiple malware detection services, including antivirus
engines, to enhance their evaluations.

The payloads of the five rootkits targeting UEFI
firmware were also scanned using FwHunt [11], an open-
source UEFI firmware analysis tool. Unlike the other
tools, FwHunt was used to scan the entire UEFI firmware
compromised by each rootkit rather than individual pay-
loads. This approach maximizes detection potential, as
firmware scanning tools rely on additional rules based
on UEFI module GUIDs, which are effective only when
analyzing the entire firmware.

The Bonanza framework for virtual machines (VMs)
presented in [6] was also utilized to emulate UEFI storage
(SPI flash, UEFI variables, and OptionROMs) and its
monitoring system tested against GuardDown and the
other ten rootkit payloads.

As shown in Table 1, most detection tools successfully
identified all known rootkit payloads when they matched
the exact format previously discovered in the wild. With
the exception of Bonanza, these tools leverage malware
signatures, heuristics, and manually crafted detection rules
to recognize previously analyzed rootkits. A notable ex-
ception is GuardDown: its modified UEFI firmware with
Secure Boot disabled was not flagged as malicious by any
existing malware scanner. Only Bonanza and Helltrap was
capable of identifying the subtle modification (disabling
Secure Boot) to the UEFI variable data embedded inside
the UEFI firmware by scanning it prior to each boot
process for modifications.

After the rootkit payloads were encrypted as described
in Section 5.1 the detection results changed drastically. In
these tests with the exception of Bonanza and Helltrap no
other malware detection tool succeeded in detecting the
deployment of the encrypted rootkit payload inside UEFI
firmware. This is because the encrypted payloads became
indistinguishable from any encrypted UEFI module and
no longer matched existing heuristics and detection rules.
In the case of Helltrap and Bonanza these encrypted
payloads were identified as suspicious because there was

no authorized firmware update that would legitimately
introduce such a module inside the firmware of the mon-
itored honeypot.

The evaluation of ESP partition-targeting rootkits, as
presented in Table 2, tells a similar story. With the excep-
tion of GuardDown, all other payloads were detected in
their original format, while none of the encrypted versions
were flagged as malicious by conventional detection tools.
In contrast, during the honeypot boot process, Helltrap
successfully detected the introduction of both plaintext
and encrypted payloads in the ESP partition, similar to
Bonanza. While Helltrap does not directly classify these
payloads as explicitly malicious—its primary purpose is
to collect suspicious artifacts rather than evaluate their
behavior—it flags any unauthorized changes. In the con-
text of a honeypot deployment, any modifications to UEFI
firmware or the ESP partition that are not performed by
administrators or permitted under the whitelists described
in Section 4 are highly suspicious and indicative of an
attack.

These experiments underscore how easily adversaries
can create sophisticated rootkits that evade detection by
runtime malware detection tools. Simple obfuscation tech-
niques, such as encryption or compression, are often suf-
ficient to bypass such tools. However, these techniques do
not affect Helltrap’s ability to detect rootkits. Regardless
of the deployment methods or obfuscation techniques
used, Helltrap honeypots reliably detect unauthorized
modifications to UEFI firmware, Option ROMs, UEFI
variables, or the ESP partition. While obfuscation may
complicate the subsequent analysis of detected artifacts,
it does not impede Helltrap’s detection capabilities.
Bonanza comparison. Among all malware detection
tools, Bonanza is the closest in terms of both rootkit de-
tection method and rootkit detection success rate. This is
somewhat expected because they are the only solutions ex-
plicitly designed to construct rootkit capturing honeypots
and utilize a similar UEFI persistent storage monitoring
technique. However, the two solutions differ significantly
in the approaches used to build their respective monitoring
frameworks. Helltrap honeypot construction has a set of
very important advantages over Bonanza’s.

First, Bonanza attempts to trick rootkits into installing
and running inside VMs using emulated UEFI storage.
This method allows for cheap and fast deployment of
virtual rootkit honeypots. However, Bonanza’s reliance on
virtualized hardware and emulated storage also exposes it
greatly to the multitude of virtualization detection methods
that could be used by sophisticated rootkits to avoid in-
stalling inside the monitored storage. In contrast, Helltrap
utilizes the BMC found in real machines to transform them
into rootkit honeypots, a monitoring method completely
invisible to rootkits as it introduces no runtime overhead
or virtualization artifacts.

Second, Helltrap’s monitoring system is capable of
capturing rootkits even if they are deployed from inside
hypervisors or are capable of escaping VM containeriza-
tion. Such rootkits would not be detected by Bonanza and
might even be able to compromise the real firmware that
is used to boot Bonanza’s host machine.

Third, the Bonanza VMs do not emulate the BMC
management interface and methods used to access it.
This can deter rootkit installations, as such interfaces are



typically exposed by servers to the host system or as web
interfaces. In contrast, Helltrap built honeypots contain
this management interface and can even expose it to entice
adversaries to install rootkits after ensuring that it has no
vulnerabilities that could be used to compromise the BMC
monitoring itself.

Helltrap also has two main limitations compared to
Bonanza. First, it can only be deployed on machines
equipped with a BMC. Second, to successfully trick a
rootkit, the software and hardware stack of each Helltrap
must correspond to a valid rootkit target. These limitations
make Helltrap more appropriate for deploying a smaller
set of specialized honeypots that match the security-
sensitive targets expected of the rootkit. In contrast, Bo-
nanza’s cheap deployment cost makes it more appropriate
for running a multitude of honeypots that utilize a variety
of software and hardware stacks.

5.4. Rootkit collection validation

Accurately capturing rootkit payloads is critical for
initiating a proper analysis of their behavior within con-
trolled sandboxes. To validate this process, each rootkit
payload collected by Helltrap was reintroduced into a
separate validation system with the same hardware con-
figuration as the honeypot.

In our experiments, all the collected rootkits listed
in Table 1 and Table 2 successfully replicated their be-
havior within the validation systems. This outcome high-
lights Helltrap’s ability to automatically extract and report
payloads with precision, significantly reducing the effort
required for analysis.

Crucially, due to compatibility issues between the
rootkit logic and VMs, each payload had to be tested on
physical systems. For instance, Lojax failed to execute
properly in a QEMU [10] VM and could not compromise
the OS. Similarly, rootkits such as FinSpy and Gluteba
contain anti-VM detection logic that alters their behavior
when running in virtualized environments. These findings
emphasize the importance of using physical honeypots
that precisely replicate the hardware and software con-
figurations of security-sensitive systems.

5.5. Boot process protection

One might argue that the boot process itself could
be sufficiently hardened to prevent rootkit infections al-
together. However, despite numerous efforts in this area,
no foolproof system has been developed. Table 3 provides
a breakdown of the boot protection systems evaluated
for their effectiveness in preventing the deployment of
the collected rootkit payloads. These evaluations were
conducted on two server-grade motherboards: an older
model, the SM-X10SDV-TLN4F [57] (referred to as X10),
which offers UEFI boot protection through Secure Boot
and BIOS flash chip protection pins; and a newer model,
the SM-X12SDV-8C-SPT4F (X12), which incorporates
additional protections such as Intel BootGuard and a se-
cure BIOS flashing process that restricts updates to trusted
UEFI firmware binaries.

As expected, when configured properly, Intel Boot-
Guard and BIOS chip protection bits successfully blocked

adversaries from using tools such as CHIPSEC or RW-
Everything to deploy rootkits into UEFI firmware. Con-
versely, the signed BIOS flashing mechanism failed to
prevent rootkit deployment, as it only verifies updates
initiated via the BMC and does not secure the direct
write process used by these tools. Notably, on the X10
motherboard, the BIOS chip write protection appeared to
be misconfigured, allowing unrestricted writes to the BIOS
flash chip by both tools. More importantly, GuardDown
was able to bypass all BIOS protection systems by ex-
ploiting the vulnerabilities described in Section 5.2.

To demonstrate Helltrap’s adaptability, we also tested
a version of the framework designed to prevent rootkit
infections rather than detect and collect them, referred
to as the ”defensive mode.” In this configuration, the
whitelists and data saved during the honeypot setup are
used by the Helltrap BMC and UEFI components to
enforce boot integrity. Specifically, the system prevents
booting if any unexpected modifications are detected in
the monitored UEFI firmware, UEFI variables, Option
ROMs, or ESP partition. Additionally, the Helltrap com-
ponents embedded within the UEFI firmware are made
persistent to avoid frequent removals that could wear down
the SPI flash write cycles.

As shown in the rightmost column of Table 3, this
”defensive mode” of Helltrap successfully prevents the
deployment of all tested rootkits, including GuardDown,
outperforming existing boot protection systems.

6. Discussion

In this section, the threat model assumptions are fur-
ther discussed, with a focus on the limitations of the
Helltrap framework prototype.
BMC compromise. Compromising the BMC soft-
ware stack is theoretically possible. Several vulnerabili-
ties [59]–[61] have been identified in the IPMI (Intelli-
gent Platform Management Interface) used by proprietary
BMCs. These vulnerabilities could allow adversaries to
execute arbitrary code within the BMC. However, such
attacks are mitigated in Helltrap honeypots by completely
disabling the IPMI interface and ensuring the BMC is not
exposed to any adversary-accessible network. Within the
Helltrap framework, the BMC only communicates with
the Helltrap server.

While disabling the IPMI interface effectively reduces
the BMC’s attack surface, it also limits its functionality,
as the BMC can no longer manage the host system. Future
versions of the framework aim to address this limitation by
enabling IPMI functionality through the Helltrap server,
ensuring both security and usability.
Rootkit deployment via IPMI interface. Any rootkit
introduced into the BIOS flash chip, including those de-
ployed through the IPMI interface, is automatically de-
tected by the BMC components before boot. However,
this detection process relies on the integrity of the BMC
software stack. If the IPMI interface is vulnerable, it could
also be exploited to compromise the BMC’s monitoring
functionality. To address this risk, the current Helltrap
design disables the IPMI interface entirely, thereby elim-
inating this attack vector.
Devices without a BMC. The current Helltrap prototype
is designed for server-grade devices that include a BMC
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Lojax ✓ ✗ ✗ ✗ ✓ ✓
MossaicRegressor ✓ ✗ ✗ ✗ ✓ ✓
CosmicStrand ✓ ✗ ✗ ✗ ✓ ✓
MoonBounce ✓ ✗ ✗ ✗ ✓ ✓
VectorEDK ✓ ✗ ✗ ✗ ✓ ✓
FinSpy ✗ ✓ ✗ ✗ ✗ ✓
ESPecter ✗ ✓ ✗ ✗ ✗ ✓
BlackLotus ✗ ✗ ✗ ✗ ✗ ✓
Gluteba ✗ ✓ ✗ ✗ ✗ ✓

GuardDown ✗ ✗ ✗ ✗ ✗ ✓

TABLE 3: Effectiveness of boot protection measures against rootkits that infect either the UEFI firmware or ESP partition

processor on their motherboard. Devices such as standard
workstations and laptops, which lack a BMC, cannot
currently be converted into honeypots for capturing UEFI
rootkits.

To overcome this limitation, ongoing work focuses
on developing a hardware-based BMC alternative. This
alternative leverages existing technologies such as flash
chip programmers and low-cost KVM systems like
PiKVM [15] to connect directly to the BIOS flash chip and
manage the power-on and power-off functionality of host
systems. Early experiments indicate that this approach is
both feasible and cost-effective.

The hardware-based BMC alternative also provides
additional capabilities, such as protecting the BMC pro-
cessor itself by monitoring its firmware stored in the
BMC flash chip. Furthermore, this alternative can detect
and capture rootkits deployed via a compromised IPMI
interface, as it eliminates reliance on the BMC software
stack.
Legacy BIOS. The Helltrap framework currently focuses
on devices using the UEFI boot process, which has largely
replaced the older, non-standardized legacy BIOS. While
the Helltrap design could be extended to support systems
with legacy BIOS, this would require significant engi-
neering effort. Given that approximately 80% of modern
systems now utilize UEFI [1], the current focus on UEFI
is justified.
Evading Helltrap detection. Rootkits can only evade
detection in Helltrap honeypots by avoiding infection of
the UEFI firmware, UEFI variables, Option ROMs, or ESP
partition. Certain types of malware, such as those targeting
only kernel memory, fall outside the scope of Helltrap, as
they require runtime protection mechanisms like antivirus
software, fine-grained access controls, and kernel integrity
protection systems. These protections, while orthogonal
to Helltrap’s boot process verification, can benefit from
Helltrap by ensuring the OS is not compromised during
boot.
Detection of Helltrap monitoring. Using physical de-
vices as honeypots instead of virtual machines offers sig-
nificant advantages for Helltrap. First, physical honeypots
can be configured with hardware identical to that used in
security-critical systems, ensuring realistic testing condi-
tions. Second, no runtime overhead is introduced, which
could otherwise be detected by sophisticated adversaries.
Third, common VM-detection techniques employed by

malware are entirely ineffective against physical honey-
pots. Finally, the monitoring components embedded in
the BMC or UEFI firmware are invisible to rootkits and
adversaries with access to the host system.

Crucially, monitoring components within the UEFI
firmware are removed after completing verification tasks,
which occur prior to OS boot, to prevent their detection
by rootkits at runtime.

7. Related Work

Hardware-assisted system monitoring. Helltrap is not
the first system to leverage an isolated processing environ-
ment to monitor host system execution. Hypercheck [72]
uses the CPU’s System Management Mode (SMM), an
isolated high-privilege execution mode, to capture the
monitored system’s state and transmit it to a remote server.
Similarly, Nighthawk [74] employs the Intel Management
Engine (ME) processor in the Platform Controller Hub
(PCH) to introduce SMM monitoring code and enable
runtime system introspection. However, both solutions
are limited to runtime monitoring and depend on the
integrity of UEFI firmware to initialize their monitoring
environments. Consequently, they are unable to detect or
prevent rootkit infections targeting the UEFI boot process.

In contrast, Helltrap functions even when UEFI
firmware is compromised and detects rootkits embedded
within the firmware before they can execute. Furthermore,
while Intel ME and SMM monitoring code reside in
UEFI firmware—making it susceptible to detection or
removal by UEFI rootkits in the absence of Intel Boot-
Guard—Helltrap ensures its monitoring code is always
removed after UEFI storage verification. This guarantees
that the presence of the honeypot remains undetectable by
rootkits during runtime.
UEFI firmware integrity. In response to the increasing
prevalence of rootkit attacks, commercial device manu-
facturers have introduced firmware protection mechanisms
such as Intel Boot Guard, OpenBMC verified boot [46],
and AMD Platform Secure Boot (PSB) [2]. These solu-
tions use public keys stored in one-time programmable
fuses to prevent the execution of untrusted firmware.
However, as Alex Matrosov demonstrated [42], supply
chain complexities can result in unprotected firmware
in modern devices. Moreover, vulnerabilities like those
reported in CVE-2018-12169, CVE-2019-11098, and re-



lated work [17] have shown that Boot Guard can be
bypassed, enabling the execution of unsigned firmware.

Additionally, the cryptographic keys used during every
boot to verify firmware signatures are vulnerable to leaks,
as evidenced in [3]. Therefore, relying solely on such
solutions is insufficient to protect devices, necessitating
robust rootkit detection systems like Helltrap. Moreover,
during the DXE (Driver Execution Environment) phase,
malicious code can be loaded from PCI Expansion ROMs.
Such code remains unchecked unless Secure Boot is en-
abled.

There are also various hardware-based solutions, such
as Caliptra [13], AWS Nitro [5], Lenovo ThinkShield
Firmware Resilience [41], HP Sure Start [26], that take
control of the boot process and verify the UEFI firmware
integrity before boot, some even repairing it using a
backup copy. However, these solutions are vendor-specific
and not widely deployed. They are subject to the same
supply chain problems that can result in leaked crypto-
graphic keys or unpatched vulnerabilities. Thus, Helltrap
ability to automatically capture new rootkits is essential
in identifying any unknown vulnerabilities they might
leverage and improving these solutions.
Firmware write protection. Modern systems restrict
access to UEFI firmware modifications through System
Management Mode (SMM), a highly privileged execution
mode for x86 processors. Only SMM drivers executing
in this mode can control low-level hardware and modify
firmware, with access restricted via special interrupt han-
dlers. To strengthen these protections, fuzzing-based ap-
proaches have been developed to harden the SMI (System
Management Interrupt) interface against arbitrary code
execution [20], [69], [70].

However, limiting arbitrary SMM access addresses
prevents only one avenue for compromising UEFI
firmware. Comprehensive solutions like Helltrap, which
monitor all writes to SPI flash and UEFI variables, are
essential for detecting and preventing rootkit installations.
Firmware honeypots. Helltrap is not the first honeypot
designed for rootkit capture. However, existing honeypots
rely on virtualized hardware and focus on detecting mali-
cious code within the kernel. For instance, Argos, an x86
emulator developed by Pauna [49], performs dynamic taint
analysis to detect kernel rootkit installations. Similarly,
the Honware framework [63] captures malware using IoT
honeypots, replacing Linux-based firmware kernels with
custom ones for hardware virtualization. However, this
approach is limited to Linux-based IoT devices and cannot
replace non-standard components in UEFI firmware.
Malware detection. Commercial antivirus solutions typ-
ically employ a mix of malware detection techniques.
While effective at identifying known rootkit payloads, our
evaluation shows they struggle to detect hardened rootkits
designed to evade detection. In contrast, Helltrap remains
effective in identifying the deployment of such rootkits
through its continuous monitoring of non-volatile storage.

As shown by Aslan and Samet [9], behavior-based
malware detection approaches [14], [36], [64] outper-
form traditional signature-based methods [58], [73], [75],
heuristics [7], [68], [71], or model-checking [25], [34],
[35]. However, these approaches require runtime execu-
tion and monitoring of rootkit samples within controlled
environments. As shown in Section 5, Helltrap’s ability

to automatically collect rootkits facilitates the use of
behaviour-based detection techniques, enabling the analy-
sis and identification of rootkits across other systems.

8. Conclusion

To prevent rootkit infections, it is essential to pro-
tect modern machines not only during runtime but also
throughout the boot process. However, the discovery of
sophisticated rootkit attacks that compromise the boot-
loader or UEFI firmware of security-sensitive machines
highlights the inadequacy of existing boot protection sys-
tems. This issue is further underscored by GuardDown,
a novel proof-of-concept rootkit introduced in this work.
These challenges demonstrate the urgent need for new
systems capable of detecting vulnerabilities in protection
mechanisms and identifying rootkit infections.

This work introduced Helltrap, a framework that trans-
forms server-grade devices into honeypots capable of de-
tecting rootkits which compromise the UEFI boot pro-
cess. Helltrap not only identifies UEFI rootkits before
they execute but also captures their payload automatically
and reports it for further analysis. Experimental results
demonstrate that, unlike standard malware detection tools,
Helltrap effectively detects GuardDown and all previously
identified rootkits.
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9. Data availability

All the artifacts, both code and data, will be shared in a
public open-source repository where they can be evaluated
for reproducibility. This repository will include all the
Helltrap code, all collected and analyzed rootkits, and
proof-of-concept tools used to harden them. We will also
include in the same repository all instructions required
to compile, run, and test the source code of the Helltrap
framework and automatic rootkit deployment tools pro-
vided in the repository.

This paper adheres to the open science policy, and all
artifacts required to reproduce the experiments detailed
in the paper will be made publicly available upon paper
publishing.
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