Vialware

Thanks to Ari Juels for most of this deck!



https://www.arijuels.com/

MValware

- Malicious software is a generic term that refers to hostile executable code. It
can

- Be self-replicating and
- Live in host code: virus

. Or be freestanding: worm
- Or it can be non-self-replicating: Trojan
- Can masquerade as good software or install itself without user knowing

- Generally aims to disrupt or modify correct system operation or steal or
modify secrets



Can propagate
N tricky ways

TECHNOLOGY

Apple Confirms Discovery of Malicious Code in Some App Store Products

By KATIE BENNER SEPT. 20, 2015

Inside an Apple stor nChn ver the we ke dTh mp y aid nSund ythttwasw rking with developer
to make sure they wer ngth proper of Xcode. ATOPIX, via Associated Press



"Retlections on Trusting Trust”

- Ken Thompson's 1983 Turing Award lecture

- Showed how to add back door password Trojan to UNIX “login”™ command
- Visible in “login” source

- Then modified C compiler to hide Trojan in source and add at compile
time
. Visible in C compiler source

- Then modified compiler to insert Trojan into newly compiled compilers
- Now present only in binary

- “You can't trust code that you did not totally create yourself.
(Especially code from companies that employ people like me.)
No amount of source-level verification or scrutiny will protect
you from using untrusted code.”



Basic challenges

Malware history is game of hide and seek. Why?

- It's hard or impossible to determine how a program will

pehave.

- Halting Problem: Whether or not a program will ever halt is an
undecidable problem

. Classic result by Turing

- |t's not always clear what malware Is, e.qg.,
- |Is a useful mobile app malware if it steals your address book?

- What if it removes your address book with permission, but the
permission is buried in an unreadable user agreement?

- Ambiguity started with Creeper vs. Reaper...



Creeper vs. Reaper

. Creeper was created in 1971 (at BBN)

- World'’s first worm: Jumped across systems (tried not to replicate)

- “Enhanced Creeper” replicated
- Displayed message “I'M THE CREEPER: CATCH ME IF YOU CAN”

. “Infected” DEC PDP-10s running Tenex OS
- Became an annoyance
- The worm Reaper was created to hunt down Creeper and log it out.
- Was Creeper malware?
- Was Reaper malware?



Viruses

.- A computer virus Infects other programs.
- Infected program must be executed to invoke virus
- Virus self-replicates (as opposed to Trojan)

. |nstalled without user consent

. Self-replication can exploit many different vectors,
e.g.,
. |nfect stored executables

. Infect OS routines to remain in memory

. Infect disk boot sectors



Anti-virus

- Anti-virus software identifies and attempts to purge malware
of any type (not just viruses).

. Simple anti-virus software looks for signatures.

.- (Remember signature-based intrusion detection?)

- A signature is a code fragment for a known virus.



Polymorphic viruses

Code changes while virus
functionali n't.

unctionality does Head
payload . < . K
- When virus is executed, head dec dec

. (Short) head + encrypted body or
decrypts payload.
Encrypted Encrypted

- Head is short, so it can be easily Body Body
changed too.

- Encryption key can change.

- Defeats basic signature
checking



Polymorphic virus

Encrypted virus Step 1: Decrypt Step 2: Execute

Decrypted
Decrypt ‘ K payload

Encrypted
Body

Head

Encrypted
Body




Anti-virus defense: emulation

- |dea: Emulate execution of

- But...

potentially infected code

Encrypted virus Step 1: Decrypt Step 2: Execute

Decrypted
Decrypt ‘ K payload

- Look for signature of
decrypted payload Head

. Defeats polymorphism! Encrypted

Body

Encrypted
Body

. Doesn’t work if virus is
deeply embedded in host
executable; emulation too
long

- Can be defeated by next
stage In virus evolution...



- Mutate the payload too!

Vetamorphic viruses

E.g., W95 / Bistro
entry point

- Achieved by, e.g.
! ) 55 push ebp
54 push eap
. 5D pop ebp
|nsert|ng h OPS 8B7608 mov esi, dword ptr [ebp + 08]
09F6 or eai, esi
743B )| 401045
" " 8B7EOC di, d d ptr [ebp + Oc]
Changing registers sre eve e eas T
2BD2 su , edx

Reordering independent
INnstructions or instruction-
seqguences .

push ebp
8BEC mow ebp, esp

ES . . . 8B7608 mov esl, dword ptr [ebp + 08)
| t B5F6 test L, '
wapping In equivalen e Lt e

B8BT7EOC mov edi, dword ptr [ebp + 0Oc]

code sequences oorr o eai, oo




Vetamorphic viruses

E.g., W95 / Bistro

._ . ’? :
Anti-virus defense” entry point

55 ebp

. Common subsequences in
bold face D I

8BBT60E es81l, dword ptr [ebp + 08]

09F6 ezi, esi
. . T43B 4D%D45 | |
- Behavioral detection, but e 2y S s e 0

7434

behavior AV incurs false
positives and

- False positives are 55 pun obp

8BEC mow ebp, esp

8B7608 mov esi, dword ptr [ebp + 08]
unacceptable for

743B je 401045

B8BT7EOC mov edi, dword ptr [ebp + 0Oc]

consumers o S o

ilp2




| imitations of AV

Tested against 47 vendors in VirusTotal from May 2013 to May 2014
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Data collected and research performed by Lastline Labs.
For more information, please visit www.lastline.com/labs.

Lastline Labs: http://labs.lastline.com/lastline-labs-av-isnt-dead-it-just-cant-keep-up



Where Is malware coming from?

Global distribution of malware hosting sites
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[Microsoft Security Intelligence Report, http://www.microsoft.com/security/sir, vol. 16]



http://www.microsoft.com/security/sir

Where Is It going?
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Figure 9. Malware encounter rates for consumer and enterprise computers in 2013
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[Microsoft Security Intelligence Report, http://www.microsoft.com/security/sir]
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Drive-by downloads / installations

- A drive-by download site targets vulnerabilities in web browsers and
browser add-ons (e.g., ActiveX)

- Users with vulnerable computers can be infected with malware
automatically by visiting such a website; they don't need to attempt to

download anything.

- 1.3% of Google queries - “All Your IFRAMEs Point to Us”
- 1.5% of URLs - Moshchuk et al.
- 5.3% of URLs - “Ghost Turns Zombie”

- Usually hosted on legitimate web sites compromised by
- Intrusion

- User-contributed content (cross-site scripting (XSS) very common)

- Exploit code usually hosted on a different website and exposed through
compromised webpage using a technique like a URL embedded in
malicious script code or an iFrame (HTML document embedded in
another HTML document).



Drive-by downloads

1. User with vulnerable 4. If the exploit
computer visits 2. IFrame embedded in 3. The page redirects to succeeds, malware
compromised Web page secretly loads another page downloads from
page with invisible another page. containing an exploit. another server to the
Iframe. , victim's computer.
N ~
S "%
» \: - o,
‘\\ - :‘\ ‘.\\
o e g SRR @
.:-3:';;"7‘.?“\"'«.‘ =y \\\\‘\ ‘\‘\\ \:J’J}
BRRTN N S PA,
e NN
RN Y T N
s M, e

Compromised or
Malicious Web Server

Exploit Server Malware Server




Malicious websites

- Domains infected:
- Games: 20%
.- Wallpaper: 9.6%
. Celebrity: 7.6%
. Kids: 1.6%
- News: 0%
- Small number of spyware
programs account for most
infection

- Mostly adware, but 9.1%
(May 2005) and 13% (Oct.
2005) Trojan downloader

site # infected
executables

scenicreflections.com 1,776
screensaver.com 191
celebrity-wallpaper.com 136
screensavershot.com 118
download.com 116
gamehouse.com 111
galttech.com 38
appzplanet.com 37
megspace.com 36
download-game.com 30
May 2005 crawl

[A. Moshchuk, T. Bragin, S.D. Gribble, and H.M. Levy. A Crawler-based Study of Spyware on the Web,

NDSS, 2006.]
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2013 MOST DANGEROUS CELEBRITIES "/
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Lily Collins is the Most Dangerous Celebrity Lily Collins

The Dangers of Online Searching
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Cybercriminals' finger on the pulse of pop culture...
Breaking newsl!!

2017 McAfee’
Most Dangerous

Celebrities”
@ AVRIL LAVIGNE
2. BRUNO MARS Don't let
cybercriminals
| 3. CARLYRAEJEPSEN . .
W 4. ZAYN MALIK wrong chord.
Use caution
5. CELINEDION when =
6. CALVIN HARRIS for your favorite
celebrities to
7. JUSTIN BIEBER i e
8. DIDDY and other
O KATY PERRY online threats.

BEYONCE

U McAfee



S0 you'd better install
anti-virus software, rlght’?

s Antivirus Plus (Unrcgrstcrcd)

Antivirus Plus i " C Registration

|Dotaks A |
Steals usat data logns, pasiwords) hom IE. Feedas, Opet. |
Infacts svmcutable Has wth BS-waorm, comupls MS Dihce
Rewrbas MS Windows hosts [ie 1o saduect |E, Frefox and
Moritors popular ratant messengess [ICQ, AOL, Windows
Morstors and secord: user web actvity, inslals Racking o
Adware that irfects your browser, acivales pop g and ¢
Mabacions: Deowwset plugn thal mondos seanch kestosp and |
Reteves and deals coadt cad infomaton and barmslees ¢
Maware that s%empls 1o shut down secunly relatad appbc
Maorstors popular e-mad chents on the nfected compute:, r

A TropsnMadGiabber 5

@ Trcjanddg | Trejan hoese retneving your personal rioimation and dely
A Tropan Bat Adcuser t Infect: cxecutable BAT files with unkunown rarefer modu
Tiopan Chckar EC Advanced petsonal data grabber mivene 10 most antiings
Win32 Rbol Im FHCconioded backdoor Taoan hoese uted 10 gan unauk
) Dabar Xpaiiam bez_dwabe Dishup ISP poen deakir, [ no disbup connechon i avadal v
€ b

Progress: [lll"l".l""III“"II""Ill“"l"l"i | Scan |
Path : (637839650 35668900-21454475-84878445-044681 63-76034272)

Remove detected

- Get full protection ¥ Viuses lound. 32
~ with Antivirus Plus

2010 Google study found 11,000 domains hosting rogue anti-virus

software
- M.A. Rajab et al. The Nocebo Effect on the Web: An Analysis of Fake Anti-Virus Distribution. LEET, 2010.



Vobile malware

. Still trailing PC-based malware in prevalence and sophistication
.+ 0.26%-0.28% infection rate on Android (Truong et al., 2013)

- Device breakdown:
- About 60% Android
- About 40% Windows PCs connecting through mobile networks
- <1% Windows Mobile, iPhones, Blackberrys, and Symbian devices

- Four of the 10 top threats are spyware, e.q.,

- SMSTracker, which allows the attacker to remotely track and monitor all calls, SMS/MMS
messages, GPS locations, and browser histories of an Android device



When malware goes for
preadtn



Slammer (Sapphire) worm

- January 24/25, 2003: UDP worm exploiting buffer overflow in
Microsoft's SQL Server (port 1434)

- Overflow was already known and patched by Microsoft... but not everybody installed the
patch

- Entire code fits into a single 376-byte UDP packet

- Could propagate extremely fast

- Random scanning: once control is passed to worm code, it randomly
generates IP addresses and sends a copy of itself to port 1434

[Slide adapted by permission from Vitaly Shmatikov]



Slammer Propagation

. Scan rate of 55,000,000 addresses per
second

. Scan rate = rate at which worm generates IP addresses of potential
targets

- Up to 30,000 single-packet worm copies per second

- Initial infection was doubling in 8.5 seconds
(1)

- Worm-generated packets saturated carrying
capacity of the Internet in 10 minutes

[Slide adapted by permission from Vitaly Shmatikov]



05:29:00 UTC, January 25, 2003

[from Moore et al. "The Spread of the Sapphire/Slammer Worm”]

[Slide adapted by permission from Vitaly Shmatikov]


http://www.cs.berkeley.edu/~nweaver/sapphire/sql-before.gif

30 minutes later

[from Moore et al. "The Spread of the Sapphire/Slammer Worm”]

Size of circles is logarithmic in
the number of infected machines

[Slide adapted by permission from Vitaly Shmatikov]


http://www.cs.berkeley.edu/~nweaver/sapphire/sql-after.gif

lmpact of Slammer

$1.25 billion of damage
Temporarily knocked out many elements of critical infrastructure

The worm did

- Bank of America ATM network

. Entire cell phone network in South Korea
. Five root DNS servers

- Continental Airlines’ ticket processing software
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[Slide adapted by permission from Vitaly Shmatikov]



When malware goes for stealth



Example: RSA attack

. Security company RSA attacked in 2011

. Can’t say what attackers took, but RSA had to reissue
millions of tokens...

. Attack involved “spear-phishing”

®

- Phishing (malicious e-mail) tailored specially to victim RSA
. Subject line: “2011 Recruitment Plan” L
. Contained spreadsheet “2011 Recruitment plan.x|s”

- Employee retrieved it from junk mail folder and opened it

- Payload mounts zero-day exploit against Adobe
Flash (CVE-2011-0609)

i
. ‘re ] \_: "RSA g
. Zero-day previously unknown vulnerability LA : 159 755

[From U. Rivner. “Anatomy of an Attack” blog, 1 April 2011]



Example: RSA attack

- Exploit installed Poison lvy Remote Administration Tool (RAT)
- Remotely controllable by command and control (C&C) server
.- "Reverse-connect”: Reaches out to C&C for extra stealth

- In general, classic Advanced Persistent Threat (APT)

- Highly targeted, highly resourced “low”™ and “slow” attack against specific target

®

' Phishing and
: ¢ : - Lateral Data :
Tora d el : Z Exfiltrate
.Z:rc:l (izy I Back door ‘ R -ihering B

A handful of The user

users are machineis
targeted by accessed

two phishing remotely by
attacks; one Poison vy tool
useropens

Zero day

payload (CVE-
02011-0609)

[From U. Rivner. “Anatomy of an Attack” blog, 1 April 2011]






Who was responsible?

- Hint: Attacks typically took place between 9 a.m. and 5 p.m.
Beljing time

- Domains used in attack
- WWW. usgoodluck .com

- Obama .servehttp .com

ynamiclink ddns .us

KrehsonSecurity

In-depth security news and investigation

30 Domains Used in RSA Attack Taunted U.S.




Who was responsible?

- China’s People’s Liberation Army NSA Chief: China Behind
(PLA) Unit 61398 near Shanghai RSA Attacks
- Hacker “UglyGorilla” Chinese steal a "great deal" of military-related
. Linked to Chinese national named Wang intellectual property, and were responsible for last
Dong year's attacks on cybersecurity company RSA, Gen.

Keith Alexander tells Senators.
- Blogged about experience as PLA hacker

from 2006-09

- “Low pay, long hours and instant ramen
meals”

- Sounds like a graduate student...

- Note the investigation spans computer
code to classic espionage

- We'll see more of this in studying
cybercrime... next lecture

[D. E. Sanger and N. Perlroth. NYTimes. Hackers From China Resume Attacks on U.S. Targets, 19 May 2013.]



